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Abstract
In the aftermath of the 2016 US presidential election and during a time of growing concern about
the influence of large technology companies, this dissertation provides an analysis of the power
of the tech giants. The aim of this dissertation is to break down and accurately describe the kind
of power that large technology companies possess, such that the potential dangers that they
present to advanced democracies can be better understood and dealt with. This power is
examined by looking specifically at Google and Facebook, as their practices with regards to their
collection and use of data present significant concerns related to public manipulation, privacy
and competition. Power is conceptualized and evaluated through the use of Susan Strange’s
theory of structural power, which describes power not in a ‘have or have not’ perspective, but
rather as something established in a series of different structures, the primary ones of which are
security, production, finance and knowledge. These structures are examined individually through
a number of cases and issues related to Google and Facebook that highlight the extent of these
companies’ power within the structures. This examination demonstrates that while these tech
giants possess some of the same capacities for influence as previous dominant transnational
corporations, such as their sheer market power and political capture, they also inhabit a whole
new kind of power. The degree of social significance that Google and Facebook exhibit and their
use of data give these companies a capacity for social and political influence that is specific to
technology and data companies. This influence is highlighted in their impact on information
dissemination and election interference, as demonstrated by the 2016 US presidential election,
and necessitates regulatory action to limit.
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Introduction

Preface
Since the emergence and increasingly widespread availability of the Internet at the
end of the 20th century, technology-based corporations and their services have become highly
integrated in the daily lives of most people living in developed economies (Moore and Tambini
2018, 4). The most dominant technology companies, commonly referred to as the tech giants
(companies such as Google, Facebook, or Amazon), have billions of users globally and
significantly impact the way most people interact with one another, seek out information, shop
and perform many other basic daily functions (Barwise and Watkins 2018). While many of these
tech giants provide largely differing services, they share a number of characteristics in terms of
their market dominance, how they operate and how they impact their users, the market, and the
broader society in which they exist. Massive transnational corporations (TNCs), such as these
tech giants, are not a new phenomenon in the global economy and discussions around the
broader economic and political influence of TNCs have been taking place within the field of
political science since the 1970s (Nye 1974), However, in large part due to the degree of social
embeddedness that some modern tech companies exhibit, the extent and means of political
interference that companies like Google and Facebook are capable of heavily outweighs that of
other corporations.
The aim of this dissertation is to explore the different dimensions of the tech
giants’ social, economic and political power through an examination of the different dimensions
of their influence, in an attempt to understand how, and if, the tech giants necessitate a new
conceptualization of corporate influence specific to these types of companies. More specifically,
the dissertation will be focused primarily on Google and Facebook, companies that can be
understood more broadly as digital platforms, a subsection of the tech giants. This dissertation is
also an exercise in analyzing to what extent existing international political economy (IPE) and
broader social science theory is capable of accurately describing the potentially new forms of
social, economic and political power that these tech companies hold. IPE scholars concerned
with TNCs have traditionally focused primarily on economic dimensions of these corporations’
power, the sheer size of their market capitalization and capacity to exert their will on states
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through economic pressure. While the economic dimension remains highly relevant, particularly
as the technology sector has become the largest sector in the world and many of the most
valuable companies today are technology companies, focusing purely on this dimension neglects
many of the new dimensions of power that technology companies hold (Hunter et al. 2019). As a
result, this dissertation will apply a more comprehensive conceptualization of power in Susan
Strange’s theory of structural power, to examine the broader dimensions of political, economic
and social power of Google and Facebook (Strange 1988).

Field of concern
The tech giants have a number of common features, such as: a US West Coast base,
dominant founders, and a fast-paced, brute-force corporate culture (Barwise and Watkins 2018,
22). They are all also tremendously valuable, with revenues ranging from US$30 billion to
around US$200 billion, and market capitalizations in the range of hundreds of US$ billions to
over a US$ trillion (Dogs of the Dow 2020). However, in terms of business models, they can be
broadly divided into two categories, the typically older, more ‘traditional’ tech companies and
the newer digital platform-based tech companies. While the traditional companies often differ
largely in terms of their products and services, their business models are quite directly
comparable: they produce and/or distribute a tangible product or service for a pre-determined
and transparent price. Though a company like Apple is predominantly a hardware company,
Microsoft a software company and Amazon an e-commerce platform, all three companies largely
fall within the mold of this standardized business model.
The second category, the digital platforms, will be the focus of this dissertation. In
contrast to the primary group, tech giants like Google and Facebook provide a very different
product with a far less transparent income model. Digital platforms, though a broadly defined
term, can largely be understood as an online platform that facilitates interaction between at least
two different groups. The nature of this interaction can be either social, educational, commercial,
or a combination of these, and the groups can be anything from individual users to businesses or
government institutions (ITIF 2018). In the case of Google, their primary service is the Google
search engine, and for Facebook, their social-media platform. Digital platforms also tend to work
with a ‘free-to-use’ business model, meaning that users can access and use these platforms
without any form of paywall. Instead, these companies derive the majority of their income
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through online advertising, targeted at the users. Though this is not a new business model, digital
platforms like Google and Facebook have distinguished themselves through the utilization of
user-data to achieve new levels of advertisement targeting and personalization through the
information about users that these platforms and their clients gain access to through their
collection of data.
The issue of digital platforms as a political and social force gained significant traction in
large part as a result of the Cambridge Analytica – Facebook scandal in 2018. The scandal
centered around the data analytics firm Cambridge Analytica and its use of personal information
harvested from millions of unknowing Facebook users to target them with personalized
campaign advertisements in the run-up to the 2016 US presidential election (Graham-Harrison
and Cadwalladr 2018). The story highlighted how platforms and their massive supply of usergenerated and user-descriptive data can be ‘weaponized’ for political purposes, whether by
political candidates, domestic stakeholders, or as has since been recognized, foreign state actors.
Russian political interference in the 2016 US presidential election was confirmed in a US Special
Counsel investigation in April 2019 and likewise interference in the UK’s 2016 EU membership
referendum, or Brexit vote, is currently being investigated by a number of UK and US
government bodies (Holton and Faulconbridge 2017) (Graham-Harrison and Cadwalladr 2018)
(Mueller 2019). Concerns around the issue of data privacy and technology are by no means new
and particularly the EU has attempted to legislate the area actively since the 1990s, however
these concerns have focused almost exclusively on personal privacy and not the broader social,
economic and political effects of these massive data systems (Cloud Privacy Check 2018).
A number of other concerns around digital platforms exist, such as: The impact of digital
platforms on the news media industry, cybersecurity issues related to data leaks, market
dominance and anti-trust legislation, and technological innovation. These concerns pertain to a
variety of different issue areas and highlight the broad nature of technology’s relationship with
modern social institutions. The scope of this dissertation will therefore also be comprehensive in
its analysis of digital platforms as a new breed of political and social actor. IPE scholars have
discussed the political impact of TNCs on issues like economic development and state
sovereignty for decades and this dissertation will build on that literature, with the aim of
demonstrating a new development in the type of political and social power that these specific
corporate actors possess.
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Research question
The research question I intend to answer is the following:

What, if any, is the economic, social and political power of Facebook and Google?

A secondary research question will also be explored during the dissertation: To what extent
are Susan Strange’s theory of structural power and IPE’s broader theories capable of explaining
new forms of power as believed to be seen with digital platforms? This secondary research
question suggests a potential limitation of the primary research question and this dissertation in
the sense that IPE theory may not be fully adequate for developing a complete overview of how
technology and technology companies may be influencing society and the political system. In
this sense there may be a kind of analytical paradox where a new kind of power can be identified
that existing social science and IPE theory is simply not fully capable of explaining. To what
extent this is the case will also be explored throughout this dissertation.

Delimitation
The following section will lay out the chosen limitations of this dissertation and explain
the reasoning for these constraints. Firstly, terms like ‘tech giants’ and ‘big tech’ are commonly
used in much of the existing literature on this topic. However, the research question and central
analysis of this dissertation is primarily concerned with a select group of large technology
companies, those defined as ‘digital platforms’ in the previous section. Though not intended as a
critique of Google and Facebook, these two companies most succinctly capture the scope of this
project and will therefore be the primary focus of this dissertation. Due to their more direct
political influence, primarily in the form of election interference, voter manipulation and news
and search management (information dissemination), they inherently have far more social and
political power than a technology company primarily concerned with for example hardware
manufacturing, like Apple. While companies like Microsoft, Apple and Amazon also share some
markets with Google and Facebook, much of their business does not capture many of the same
issue areas that Google and Facebook do.
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A secondary central limitation of this dissertation is the conceptualization of power that
will be used throughout the analysis to examine these companies. The meaning and
interpretation of power is a central question in political science and a number of different
definitions of the term exist. Perhaps the most commonly used concept of power, particularly by
realist scholars, is what Strange calls ‘relational power’, that is the “power of A to get B to do
something they would not otherwise do.” (Strange 1988, 27). Though this interpretation of
power can be useful, it is also quite broad in scope and unspecific in nature and therefore does
not seem as useful for a more in-depth study of the social, economic and political dimensions of
tech companies’ power. Instead, Strange’s concept of ‘structural power’ laid out in her 1988
book States and Markets will be used as a comprehensive understanding of the concept of
‘power’.
Lastly, and again in relation to power, the focus of this dissertation will be on Google and
Facebook’s structural power within three different spheres: the economic, the social and the
political. To elaborate on these spheres, economic power will be understood as the capacity to
influence the behavior of other market actors through the use of economic resources or a
dominant economic position (Frost 2009). Social power will be understood as an actor’s capacity
to influence broader social behavior, such as how a population consumes news or shares
information on digital platforms. Political power is understood as the ability of an actor to exert
control over actors or processes within the political system, such as an influence on legislation or
elections. While distinctive, like Strange’s structures, these three types of power will often
overlap and be demonstrated in conjunction and will as a result therefore also often be used in
unison throughout this dissertation.
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Methodology

The purpose of the following section is to explain the reasoning for selecting the
question of how to understand digital platforms’ social, economic and political power and to
outline the approach taken to answer this question. The first sub-section will explain the origins
of the research topic and what the dissertation aims to achieve through its analysis. The
subsequent sub-section describes the methodological approach and the choice of data sources
that will be used in the analysis. Sub-section three concerns the choice of theory used to interpret
the meaning of power and to frame the analysis. The last sub-section will lay out the structure of
the dissertation.

Research purpose
The origins of this dissertation lie in large part in the 18 months I spent at the Ministry of
Foreign Affairs of Denmark, working for Denmark’s tech ambassador, Casper Klynge. In
September of 2017, the Ministry announced that it was elevating technology to a foreign policy
priority and had appointed an ambassador for technology and digitization, based in Silicon
Valley, California (Foreign Ministry of Denmark 2017). The initiative was the result of a
sentiment from the Danish government that technology companies had begun to have a
significant impact, for better and for worse, on Denmark and its population and therefore needed
to establish a closer relationship with some of these companies. The timing of the initiative was
quite meaningful, as it was within six months of the ambassador’s appointment that the
Cambridge Analytica – Facebook story emerged and the topic of the political power of
technology companies really took hold in the media and among the wider public (Rosenberg et
al. 2018). Within academia, the topic is still largely unexplored and therefore the literature that
currently exists within the field of political science is still severely limited. Both in and outside
academia, the scope of most of the written material on technology companies has generally been
quite narrow and failed to see the bigger picture. As a result, there is an opportunity here to
establish a wider framework of the power of technology companies.
The purpose of this dissertation is therefore principally to make the case that technology
companies, more specifically digital platforms, hold a new kind of power. By using Susan
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Strange’s theory of structural power, the aim will be to provide an overview of the different
dimensions of digital platforms’ power, breaking down these dimensions into Strange’s
structures of security, production, finance and knowledge (Strange 1988). Each of these
structures reflect different aspects of these companies’ capacities to influence economic, social
and political actors and decision-making processes. As mentioned earlier, political science has
recognized TNCs as political actors for decades. However, this dissertation aims to demonstrate
how some of these power structures are partially, or in some cases entirely, novel to digital
platforms. In particular, the means by which digital platforms influence society’s knowledge and
information structures, the new cybersecurity risks that digital platforms have created, and the
capacities for foreign political interference due to digital platforms, are some of the issue areas
that reflect new structures of the broader power of corporate actors.

Methods and data
This dissertation will be conducted as a case study of the two dominant digital platforms,
Google and Facebook. A number of different categories of case studies exist: exploratory,
descriptive, explanatory, interpretive and evaluative (Zainal 2007, 3). This project can most
accurately be described as an explanatory case study, seeking to explain the phenomenon of the
digital platform as a social, economic and political power. The case study approach is chosen in
this case because it enables a detailed examination of two specific digital platforms, in the form
of Facebook and Google, and to extrapolate many of the inferences made about them to the
broader context of digital platforms and the significance of corporate data collection. One of the
main advantages of this approach is that it allows for an inspection of the real-world operations
of two digital platforms and thereby goes beyond theoretical speculation. The primary
disadvantage of this approach is that looking at the concrete actions of these corporations can
result in a bias and a false perception of the generalizability to the wider phenomenon of digital
platforms. However, I would argue that a wider observation of the technology sector
immediately demonstrates that many technology companies are adapting many of the practices
of the industry leaders Google and Facebook and that this potential concern is therefore less
warranted.
The methodological basis for the case study will be entirely qualitative, predominantly in
the form of desk research, meaning almost entirely using secondary sources. Desk research can
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be defined as the use of “the collection of secondary data from internal sources, the internet,
libraries, trade associations, government agencies, and published reports.” (Hague 2006). This
methodological approach was chosen for this project because recent scrutiny of technology
companies, Facebook and Google in particular, has led to a significant output of news media
articles, regulatory initiatives and some scholarly literature on the broader topic of technology
companies. As a result, this substantial output of material allows for the development of a
broader theoretical framework to describe the phenomenon that is these companies’ power. Desk
research was also chosen above primary research, whether in the form of interviews, surveys,
focus groups or any other type of field research, because primary research is largely concerned
with gathering different opinions and perspectives on a subject matter, which is not the objective
of this project. Nonetheless, there are both advantages and disadvantages to any research
methodology, including desk research. Some of the main advantages of desk research, both in
general and in the context of this project, is the breadth of data available and the accessibility of
the data. As mentioned, this dissertation is concerned with a broader phenomenon characterized
by a multitude of individual cases of demonstrations of power in some way, which means that a
large data pool is an essential component of this project. The disadvantages of using secondary
data can be the validity and direct relevance of the data, however as previously mentioned, this
topic has become broadly covered by many different news publications and as a result there are a
multitude of articles from many credible sources.
Another important element of the methodology for this dissertation is the largely
inductive approach chosen to establish the answer to the research question. An inductive
approach, or inductive reasoning, “involves the search for pattern from observation and the
development of explanations – theories – for those patterns through series of hypotheses”
(Bernard 2011, 7). In the context of this dissertation, this means that there are a number of
observable patterns of behavior from these technology companies that demonstrate their capacity
to exert influence on other actors, which therefore leads to several hypotheses about the type of
power that Google and Facebook possess that will then be tested as these patterns are examined
in unison on a broader scale. Existing theory is used in this process, namely Stange’s structural
power theory, for the purpose of explaining these observable patterns, but the primary research
methodology is still inductive. However, the secondary research question is inherently more
deductive in nature, as it aims to test the capacity of Strange’s theory to explain the phenomenon
of Google and Facebook’s power.
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Structure
The dissertation will be divided into several distinctive sections. Section one is the
introductory section and therefore provides an overview of the topic of this dissertation, the
research question and the limitations of the project. Section two is the methodology section and
explains the methods and approaches that are used in this dissertation to analyze the topic and
answer the research the question. Section three will provide an overview of the relevant theory
that will be applied in the analysis of this dissertation, most significant of which is Susan
Strange’s theory of structural power. Section four gives a historical synopsis of the rise,
dominance and scandals of both Google and Facebook, including the structure of their business
and reasons for their success, as well as their recent public scrutiny.
Section five will be the analysis. This section will compose the majority of this
dissertation. The structure of the analysis will be based on Strange’s theory of structural power.
Her theory is broken into four main components: security, production, finance and capital. Each
of these components will be made into their own sub-sections, so as to examine them in detail on
an isolated basis. The first sub-section, production, will examine Google and Facebook’s use of
data, such as in their digital advertising, and their role in the innovation of technology. The
second sub-section, knowledge, concerns Google and Facebook’s capacity to influence the
means by which individuals consume news and how they can impact political elections. The
security sub-section considers the role of Google and Facebook in the spread of disinformation
and the responsibility and power to protect the data of their users. The finance sub-section deals
with the financial capabilities of Google and Facebook, such as their wealth and sheer market
dominance, as well as their capacity to avoid paying corporate income taxes.
The last three sections of this dissertation will be the sections on regulation, reflections
on Strange’s theory and the conclusion. The section on regulation will discuss the current
regulatory initiatives coming from Europe and the effects they are currently having on curbing
the power of tech giants and their likely effect in the future. The reflections section considers the
significance of Strange’s theory of structural power for this dissertation and to what extent it
both strengthens and weakens the understanding of these technology companies. The conclusion
will answer the primary research question and discuss the impact of this dissertation and the
potential for future research within this topic.
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Theory

The purpose of the theory section is firstly to position the dissertation in relation to the
academic field in which it belongs. The first sub-section will explore the origins and history of
IPE. The following section will examine the concept of TNCs, as it closely relates to this
dissertations’ focus on the companies Google and Facebook, which are a digital type of TNC.
Similarly, this section will explore the concept of neoliberalism, the theoretical paradigm that
may in large part be responsible for the dominance of TNCs like Google and Facebook. The
second purpose of the theory section is to explain the theoretical framework that will be used in
this dissertation to analyze the case study of Google and Facebook. Therefore, the final subsection will be an overview of Susan Strange’s theory, or framework, of structural power.

International Political Economy
This dissertation will be written within the scope of the academic discipline of IPE.
Gilpin defined IPE as “the reciprocal and dynamic interaction in international relations of the
pursuits of wealth and the pursuits of power.” (Gilpin 1975, 43). IPE is more simply put, the
bridging of the fields of international relations (IR) and economics within recent decades (Cohen
2008, 1). The emergence of the field is not clearly defined, but IPE scholars broadly agree that
the early 1970s was the approximate time of birth (Cohen 2008, 15). Susan Strange’s article
“International Economics and International Relations: A Case of Mutual Neglect” published in
1970 certainly makes for a convenient marker for IPE’s origin. The article pointed to a number
of developments in the global economy that necessitated a bridging of the fields of economics
and international relations, like the re-balancing of power in the aftermath of the Second World
War, the decolonization that created a new global North-South divide and the growing economic
interdependence between industrialized nations (ibid, 21-23). IPE scholarship took hold shortly
after, with seminal pieces like Keohane and Nye’s Power and Interdependence (1977), Gilpin’s
US Power and the Multinational Corporation (1975) and Kindleberger’s The World in
Depression, 1929-39 (1973) all published in the immediate years after. These pieces all focused
on widely different topics, like complex interdependence, transnationalism, and hegemonic
15

stability theory (HST), which was a good indicator for the field would develop. As Cohen
describes it, “the field proceeded to develop along divergent paths followed by different clusters
of scholars.” (ibid, 3).
Though some foundational elements have largely remained the same, like a tendency to
view IPE through the lens of the three dominant IR theories – liberalism, realism and Marxism –
it is difficult to trace a singular path by which the field has developed. While theories like HST
have largely faded from attention, a number of core issues have remained broadly in focus
through much of the field’s development, like international trade and finance, Third World
development and the North-South conflict, TNCs and globalization (O’Brien and Williams 2015,
22). However, the popularity of each of these issues within the field is once again not uniform or
commonly divided within the scholarship. Particularly issues like the TNC and globalization,
which has been a particularly popular topic in recent years, have been more popular in what is
often referred to as the British (as opposed to the American) school of IPE. IPE’s close
relationship to IR is evident, particularly in the continued focus on ‘power’ within the field,
albeit through a new lens of economics and economic issues. However, a substantial
development or shift from traditional IR is a willingness to look beyond the state as the central
unit of analysis or as the only locus of power, at least within a part of the IPE scholarship.

Globalization and the TNC
To understand the power of digital platforms like Google and Facebook, it is
necessary to understand the power dynamics in the global economy. This section will explore
that issue, beginning with a discussion of some of the disagreements on this issue within the field
of IPE. The British and American school of IPE, a commonly accepted dichotomy within IPE,
can in part be differentiated by their methodological approach. The American school of IPE is,
by and large, more positivistic and narrower in its approach to IPE, whereas the British school is
generally more normative and broader in approach (ibid, 3-5). However, another substantial
difference is the American, more realist, school’s continued focus on the state as the central unit
of analysis. While Keohane and Nye’s concept of complex interdependence may capture some
degree of what we consider as globalization, many argue that globalization assumes an entirely
new shift: “National economies, many contend, are swiftly being subsumed into a globalized
system of transnational processes and structures.” (ibid, 79) A refusal to look beyond the state, to
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the broader systemic changes occurring in the global economy, seems to be a clear failure of the
American school. However, while the British school seems more willing to accept the idea of
globalization, its opposition to state-centrism has not necessarily established a consensus on what
other actors to focus on, where, or who, the state’s power has gone to.
The TNC is arguably the most obvious choice. The term can be defined as a firm
owned and controlled by nationals in one country, which enter into direct production activities
abroad (O’Brien and Williams 2015, 128). In the case of this dissertation, the term is also used to
denote a particular magnitude to the corporation in question. Though, it is not as though TNCs
have not received any attention from IPE scholars. Both Kindleberger (1969) and Vernon (1971)
wrote about the significance of TNCs as a new type of global actor as early as around 1970. The
central aim of this dissertation is not to make claims about the erosion of state sovereignty at the
hands of TNCs. However, the growing interest in TNCs as political actors within the literature
demonstrates a reality that TNCs have begun to dictate, or at the very least influence, elements of
how states are run, how they trade with other states and even how they go to war with other
states. The claim in this dissertation is that digital TNCs like Google and Facebook may have an
even greater capacity for influence.

Neoliberalism
This sub-section will examine the concept of neoliberalism, as it can be seen as a
necessary condition for the rise of digital TNCs in the Western world. Neoliberalism can be
understood as the political ideology that “free markets in which individuals maximize their
material interests provide the best means for satisfying human aspirations, and that markets are
in particular to be preferred over states and politics, which are at best inefficient and at worst
threats to freedom.” (Crouch 2011, vii). Neoliberalism emerged as the dominant post-war
Keynesian model began to fade. The Keynesian model of demand management, in which
governments sought to sustain healthy levels of demand, began to waver in the 1970s as
inflationary pressures, particularly from the 1973 and 1978 oil crises, created doubt about its
continued effectiveness (ibid, 12-14). The neoliberal theories espoused by ‘Chicago School’
economists Milton Friedman and Friedrich Hayek began to be adopted instead, first by the UK’s
Thatcher government in 1979 and the Reagan government in the US in 1981, and have since
continued to dominate Western economic thinking (ibid, 15-16).
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Neoliberalism’s significance for this dissertation is the market conditions that
neoliberalism has created since its rise to prominence in the 1970s and these conditions’ effect
on the rise of digital platforms. With neoliberalism’s free market ideology and anti-state
interventionist policies came an inherent fear of market regulation, which came to be perceived
as “tyrannical” and “totalitarian” (Zuboff 2019,107). The novelty of the internet and the broader
digital revolution in the 1990s has meant that since its beginnings, digital platforms have been
subject to very little regulation of their practices, particularly in the US. Instead, an approach of
self-regulation became the norm and companies thus became even more able to act freely
without fear of government intervention (ibid, 108). This is particularly clear where privacy
concerns are present, as the US’ general unwillingness to regulate the data privacy area has
allowed digital platforms, particularly Google and Facebook, to benefit heavily from being able
to collect and monetize user data. Similarly, the lack of willingness from the US government to
regulate market dominance has in large part enabled companies like Google and Facebook to
scale massively and make acquisitions that have enabled them to gain such depth and breadth in
certain markets that they heavily hamper competition (Starr 2019).

Susan Strange
Susan Strange has already been mentioned briefly in this dissertation in relation to
her role in shaping the academic discipline of IPE. This sub-section will take an even closer look
at Strange and her background before delving into her theoretical framework of structural power.
Strange (1923–1998) was a British economist by education and began lecturing on IR at
University College London in 1949 (Cohen 2008, 46). In 1964 Strange moved to the Royal
Institute of International Affairs, to write about the British pound sterling and the “connections
between power, influence, the reserve currency role, and the national economy” , which appears
to be where her idea about the integration between IR and economics began to form (Strange
1989, 433). She wrote the “Mutual Neglect” manifesto in 1970 that called for the establishment
of what came to be the academic field of IPE and established an IPE research network, IPE
Group (IPEG) in 1971 (Cohen 2008, 47). In the ensuing years Strange had her hand in a number
of IPE-related projects, from conferences to essay collections, before she eventually returned to
LSE in 1978, where she had completed her undergraduate degree, to start an IPE graduate
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program (ibid, 49). In 1988 Strange published States and Markets, in which her theory of
structural power, arguably her most significant theoretical contribution, is laid out.

Theory of structural power
The following sub-section will explore Strange’s theory of structural power in
further detail. Strange describes the typical concept of power as relational power, where an
actor’s possession of power is defined by its capacity to dictate the actions of another actor
(Strange 1988, 27). Structural power, by contrast, does not ascribe power to individual actors,
but to a set of structures. The theory contains four elements, or structures: security, production,
finance and knowledge. An actor may control a particular structure and thereby gain some sort of
power, but this power may also be restricted to that structure and therefore not necessarily be
indicative of an actor’s overall standing within a hierarchy. These structures will be explored
individually in greater detail.

Security

The security structure can be seen as the most traditional structure of power from
the perspective of an IR theorist, particularly from a realist perspective, which is above all
concerned with the acquisition of power to ensure security. Strange defines the security structure
quite simply as “the provision of security by some human beings for others.” (ibid, 49) While
she does not limit security threats to ones of human agency, Strange does argue that most threats
come from humans, though not necessarily in the form of state violence (ibid). A significant
factor of Strange’s security structure is that because States and Markets was written in the 1980s,
security is largely defined in the more traditional sense of physical violence and naturally does
not include the digital, or what would generally be described as ‘cybersecurity’. Today, much of
the aggression that is seen, whether between states, states and non-state actors, or any other
configuration of actors, exists in cyberspace. This issue and its implications will be discussed
later in the analysis relating to the security structure.
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Production
Production can be defined as what produces wealth in society. The structure is “the
sum of all the arrangements determining what is produced, by whom and for whom, by what
method and on what terms” (ibid, 70). The production structure closely resembles the Marxist
conception of the means of production as the structure of power in society (May 1996, 179).
Strange argues that while states traditionally competed for territory as a means towards power,
now states, as well as non-state actors, compete in the production structure for power (Stopford
et al. 1991). We can thereby see a type of shift in the structures of power from a domination of
the security structure, to a more even distribution among these structures. Another shift is the
shift away from state-dominated production to firm-dominated production in the global
production structure. While states have previously had a more direct control over national
production, market liberalization and privatization have created a production structure, at least
within Western advanced economies, that is more controlled by firms than states today.

Finance

The finance structure is all about credit. Strange argues that modern economies are
not based on money, but rather credit, meaning the confidence or trust in someone’s ability to
create wealth (May 1996, 180). She identifies two main components of this structure: “the
structure through which credit is created, and the monetary system(s) which determine(s) the
relative values, or exchange rates of the currencies in which credit is denominated.” (ibid, 181).
This means that you have two sets of actors: the governments and banks that can create credit,
and the government and market actors that dictate the exchange of credit. Strange argues that
power in the financial structure is not necessarily purely a question of the creation of credit, but
also being able to dictate the control over credit, as a powerful corporate actor might (Strange
1982, 82). This distinction is also a reflection of the traditional authority versus market debate
within IPE about the extent to which the market has any inherent power, or only does so because
the authority (the state) allows it to. While the political authority may in fact have de jure power
over the financial structure, decades of market-oriented political ideology have certainly imbued
firms with a de facto power that may be difficult to recapture. This dichotomy and to what extent
firms can hold power within the finance structure will be explored in further detail in the
analysis.
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Knowledge
Strange’s knowledge structure is perhaps the most diffusive of the four, capturing a
number of different ideas. While the production structure essentially determines what is
produced, the knowledge structure encapsulates “what knowledge is discovered, how it is stored,
and who communicates it by what means to whom and on what terms.” (Strange 1988, 134) It is
immediately apparent that this structure is quite complex. For example, who discovers
knowledge and who communicates it could be two entirely different actors. The first actor gains
power through their exclusive capacity to better understand the world or developing new
technology, while the second actor can dictate both whether that knowledge is communicated
and how it is communicated. Strange also expresses the importance of belief systems and the
authority of communicators for how knowledge is received. Some scholars have identified
parallels here to Haas and others’ work on epistemic communities and intellectual elites (May
1996, 182) (Haas 1992). The knowledge structure can therefore also be understood as not only
the capacity for an actor to develop and/or communicate knowledge, but also the actor’s capacity
to develop a relationship with the public, which receives the knowledge.
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The Rise of the Digital Platforms

The following section will provide a brief historical overview of the origins of both
Google and Facebook. It will provide a small insight into the factors that led to their beginnings
and their success, as well as the broader strategy that dictates much of the decision-making at
both companies. There will also be a summation of some of the scandals and scrutiny
surrounding both Google and Facebook, which in large part highlight many of the concerns
regarding technology companies that warrant a closer examination of their practices and
capabilities. As a result, the core analysis in the following section will explore these scandals and
their business strategies at much greater length and this section should therefore be regarded as
more of an introduction or overview of some of these issues.

Google
Google came into being when the Internet eventually grew to a size that required a
means by which to organize all its data, a search engine. The company was started by PhD
students Larry Page and Sergey Brin as a research project in 1996 (Moore and Tambini 2018,
34). Their search engine differentiated itself from competitors through its ‘PageRank’
technology, which ranked search results by the websites’ relevance and importance, based on the
number of other sites that linked to it (ibid). In October of 2000, Google launched its AdWords
system, which allowed the sale of advertisements through the auctioning of keywords in realtime and very quickly became a success (ibid, 35). These two factors meant that Google meet the
needs of their users (people using the Google search engine) and their clients (companies
wanting to advertise through Google) better than their competition and made Google the
dominant search engine and profitable very quickly. By 2004, Google had gone public and
already attained a market capitalization of US$23 billion. (ibid). Today, Google’s holding
company, Alphabet, is the third largest company in the world by market capitalization, at
US$1.020 trillion, which when compared to the GDP of states, rivals that of Indonesia or Mexico
(Dogs of the Dow 2020) (World Bank).
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Shortly after going public, Google quickly began to expand its core business to
other services. Most key among them are perhaps Chrome, Gmail, YouTube and Android, all of
which were launched between 2004 and 2008. This list highlights the breadth of their services:
spanning from internet browsers and e-mail platforms to video platforms and mobile operating
systems (OS). This breadth of services is also indicative of a larger strategy. YouTube, Google’s
video platform, has an estimated annual revenue of US$4 billion. However, even after a decade
and a half, it’s still evaluated to be a loss-making business venture for Google, due to the high
costs associated with uploading and storing millions of hours of video content (Moore and
Tambini 2018, 35). Yet it is still a massive competitor to other streaming and broadcasting
services, like Netflix and traditional television. Google’s Android OS and Google Maps are
similarly disruptive to Apple’s iOS and Apple Maps, which is only able to survive due to being
the default maps application on iOS (ibid). Google also released Android as an open source OS
and collaborated with a number of technology companies, like Huawei and Samsung, to ensure
that Android became a substantial player in the OS market (ibid).
Big data and machine learning are both key for the enablement of Google’s
services and the reason for their broad range of services. These different services are all free in
the traditional sense and support one another through the collection and processing of user data,
which is used to enhance their other services and to improve their advertisement targeting (ibid,
35). The more data Google collects from users that can be used to train their search engine in
natural language processing, the better the search results that users receive become. The more
detailed and the broader the data that Google collects about its users, the better they understand
their users and as a result the more effective their advertising becomes. This model is particularly
well illustrated through Google’s continued support for YouTube, which although a loss-making
venture for Google, provides Google with massive amounts of user-generated data. The
collection of data and dominance of what Google perceives to be key markets, are Google’s two
major goals and are often achieved at the cost of short- and medium-term losses.
Google’s aggressive business practices has, however, also resulted in significant
scrutiny of the company in recent years. In the US, the Federal Trade Commission (FTC) opened
an investigation into Google’s search practices in 2012 but ended the investigation in 2013 and
sought no legal action, simply accepting a commitment from Google to change its practices.
(Gilbert 2017). A new investigation was opened in 2019, aimed at both Google’s advertisement
and search procedures, but the investigation is still ongoing at the present time (Kelly 2019). In
the EU, Google has been involved in three separate antitrust investigations. The first case was
opened in 2010 and concerned Google’s search algorithm and the ranking of Google competitors
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in the search results (Kanter and Pfanner 2010). Google was found to have favored its own
products and was fined €2.4 billion in 2017 (Scott 2017). The first investigation led to an
additional case related to Google AdSense, which found that Google’s partners were unfairly
treated by Google, having been subject to unlawful anti-competitive behavior (European
Commission 2016). As a result, Google was fined an additional €1.49 billion in 2019 (European
Commission 2019). A third EU investigation was opened in 2015, resulting from complaints
about Google’s unfair licensing of Android applications, impeding competition (Kanter and
Scott 2015). Google was fined €4.3 billion in this case in July of 2018, the largest ever imposed
by the EU for anti-competitive behavior (Deutsche Welle 2018). A number of other scandals
have surrounded Google outside the court room, such as Google’s collaboration with the US
military to improve drone technology, “Project Maven” launched in 2017, which led to massive
outrage among Google employees and the broader public (Amadeo 2018)

Facebook
Facebook was started in 2003 by Harvard undergraduate Mark Zuckerberg,
originally under the name Thefacebook.com (Moore and Tambini 2018, 37). It was initially
created as a social network for fellow Harvard students, but was soon made available to other US
colleges. By 2006, Facebook became globally available to anyone over the age of 13 and its
predecessor and main competitor, Myspace, had begun its quick descent following its acquisition
by News Corp (Phillips 2007). Facebook functions by allowing users to create a profile, add
‘friends’ and join groups, and thereby view the content posted by their friends and groups and
communicate with one another. Beyond its user-generated content, Facebook has now also
become a second home to many news corporations, video content producers and many other
professional content producers. This has had the effect of driving more people towards
Facebook, as well as increasing the interest and the amount of time that people spend on
Facebook. By 2016, 79% of US adults had become active Facebook users and almost two billion
people globally were monthly-active users (Moore and Tambini 2018, 38) (Fiegerman 2017).
Today, that figure is closer to 2.5 billion monthly-active users and Facebook’s market
capitalization is now at US$633 billion, making it the fifth largest corporation globally by market
capitalization (Clement 2019) (Dogs of the Dow 2020).
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Since its initial domination of the social network arena, Facebook has expanded
into other areas of people’s digital social world. In April of 2012, Facebook acquires Instagram,
a photo and video-based social network, and competitor to Facebook for US$1 billion (Tech
Crunch 2012). Today, Instagram is one of the most popular social network applications,
estimated to be worth more than US$100 billion, and with a userbase expected to reach two
billion within the next few years (McCormick 2018). In 2014, Facebook acquired WhatsApp, the
mobile messaging service, for US$19 billion (Carlson 2014). WhatsApp is an instant messaging
service used globally by over 1.5 billion people today (Clement 2020). Several news outlets have
also reported that Facebook attempted to purchase Snapchat, another photo and video-based
social network application with over 200 million active daily users today, in 2013 for US$3
billion (Clement 2020) (Thurm 2013). These acquisitions demonstrate Facebook’s attempt to
dominate the social network market by buying up any potential competitors.
Much like Google, Facebook’s business model is based on the collection of user
data used to inform and improve the targeted advertising on its platforms. Through users’
profiles, likes, groups and network, Facebook is able to collect a significant amount of
information about a user’s interests and views and are thereby able to employ very effective
targeted advertising at its users. A study was released in 2014, conducted by Facebook in
cooperation with researchers from Cornell University and the University of California, that
informed the public that the study had manipulated information on about 689,000 Facebook
users’ homepages to see the extent to which they could manipulate the users’ emotions, a
concept known as “emotional contagion” (The Guardian 2014). The study concluded that it had
demonstrated “some of the first experimental evidence to support the controversial claims that
emotions can spread throughout a network,” and that although the effects had been minimal, they
were visible (Kramer et al. 2014). The study was widely criticized in the news media and by the
wider public, pointing at the implications and potential dangers of mass corporate manipulation.
“If Facebook can tweak emotions and make us vote, what else can it do?” wrote The Guardian in
response to the study (Paul 2014).
In addition to this study, Facebook has been subject to significant scrutiny in recent
years, much of which has also centered around the manipulation of its userbase. The most
significant scandal, mentioned in the introduction of this dissertation, is the Cambridge Analytica
– Facebook scandal surrounding the 2016 US presidential election. The scandal centered around
the extraction and manipulation of millions of US Facebook users’ data for the purpose of
personalized targeted campaign advertising. This scandal is in large part responsible for the
wider attention that powerful technology companies have begun to receive and the increased
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scrutiny of their actions, due to the fact that this scandal quite candidly demonstrated the extent
and means by which technology companies, particularly Google and Facebook, can affect the
political system of advanced economies. In addition, Facebook is currently under investigation
by a number of US states for potential anti-competitive behavior and placing its users in harm’s
way, particularly by threatening consumer data (Paul 2019). Similarly, the EU is also conducting
a preliminary investigation into Facebook’s protection of consumer data, with the Commission
stating, “These investigations concern the way data is gathered, processed, used and monetized,
including for advertising purposes,” (Holt 2019)
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The Power of the Digital Platforms

Production
The following section will closely examine Google and Facebook’s power within
the production structure. The production structure relates to the production of wealth in an
economy and power is therefore held in the structure by those who create wealth. An important
element in this structure is the reciprocal relationship between production and power, meaning
that a change in the production structure also tends to result in a change of those in power, and
vice versa. This section will therefore examine the role of Google and Facebook within the
production structure, meaning what they produce and why it is valuable. The first sub-section
will look at the concept of data, why it is considered to be so valuable and why Google and
Facebook are so efficient at producing it. The following sub-section will look at digital
advertising, the source of income for both companies, to understand the role of data in Google
and Facebook’s success and dominance. The third sub-section will examine these digital
platforms’ interest and role in the innovation of new technology to understand the importance of
technological development in the production structure and the role of Google and Facebook
within that structure in the future. The last sub-section will provide an overview of Google and
Facebook’s power within the production structure.

“Data is the new oil”

The now popular phrase, particularly among technology enthusiasts, corporate
executives and journalists, “data is the new oil” is believed to be conceived by British
mathematician Clive Humby in 2006 (Arthur 2013). The analogy has since been further
elaborated on, with marketing commentator Michael Palmer adding that “Data is just like crude
[oil]. It’s valuable, but if unrefined it cannot really be used. It has to be changed … to create a
valuable entity that drives profitable activity; so must data be broken down, analysed for it to
have value.” (Palmer 2006) The phrase uses the idea of oil, which can broadly be thought of as
the most valuable and sought-after raw material in the last century, as a standard for a material or
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product by which to judge all others. It suggests that data is that new material. That much like oil
has been the main component of industrialized production, data will be the main component of
production in the digitalized world of the present and future. To what extent this is actually true,
and what the potential and real use cases of data are, are questions that will be further explored in
this subsection.
However, first we need to explain what is meant by data in the context of the
subject matter of this dissertation. Zins lists a number of different conceptions of data, one which
describes data simply as “the basic individual items of numeric or other information, garnered
through observation, but in themselves, without context, they are devoid of information” Here he
distinguishes data from information, defining information as “that which is conveyed, and
possibly amenable to analysis and interpretation, through data and the context in which the data
are assembled.” (Zins 2007, 481). This conceptualization of data, as distinct from information,
closely compares to Palmer’s notion of data as crude oil, needing to be refined before becoming
useful. It is a useful means by which to understand data and its significance as a ‘raw material’
for technology companies like Google and Facebook. Along this vein, Shoshana Zuboff has
defined data, more pointedly, as “the raw material necessary for surveillance capitalism’s novel
manufacturing processes.” (Zuboff 2019, 65). ‘Surveillance capitalism’ is meant as a broader
term to define the collection, processing and the use or sale of data by actors like Google and
Facebook (ibid, 8). Having defined data, understanding how and why Google and Facebook
actually collect and analyze data on their users is the next most relevant step.
Data collection and analysis, or data mining, is the process of “analyzing data to
look for patterns, correlations, trends and anomalies that might be significant for a particular
business.” (Harvey 2019) It can be used for the purposes of analyzing a specific customer’s
purchase history and thereby enable a company to predict the same customer’s likely future
purchases and recommend that product or service, or even unusual purchases made that may
suggest fraud. Data mining can also be a means by which a company can understand
inefficiencies or failures in its products or services, such as through the lack of purchases, or
repeated purchases. A number of different types of data mining exist, such as clustering,
classification, association, regression or text mining, each of which has a different function and
could be better suited for certain types of raw data. Concepts like ‘big data’ and ‘machine
learning’ are often used in conjunction with the phrase data mining, though they are not always
interchangeable. Machine learning is a term used to describe a branch of deep learning and
artificial intelligence (AI) that uses certain data mining techniques (ibid). Big data analytics
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refers to a distinction between ‘regular’ data and ‘big data’, meaning large volumes of different
types of data, but also uses data mining techniques (SAS).
But how does Google and Facebook get access to this data in the first place? Both
Google and Facebook have a multitude of ways of doing so. Search history is perhaps the most
accessible means by which these companies can collect data about their users, particularly for
Google. Google receives upwards of 63,000 searches per second as of 2016, which translates to
about 3.2 trillion per year, and about three to four searches per person each day (Sullivan 2016).
This means that most Google users have made thousands of Google searches in their lifetime,
providing information about users’ age, gender, interests and other indicators of their identity. In
Facebook’s case, providing much of that information (age, gender, etc.) is a requirement just to
create an account. Both Google and Facebook also have substantial access to information about
the physical location of most of their users, either through Google Maps’ Location History
feature, which can provide information about all the places you’ve been in a given timespan, or
Facebook Messenger’s Location Services feature, which functions much the same. Additionally,
specific Google Maps direction and location searches or Facebook and Instagram Check In can
also provide information about your location. The Guardian writer Dylan Curran wrote an article
on Google and Facebook’s data collection, in which he shows a Google Maps image of every
place in Ireland he had been in the previous 12 months to demonstrate Google’s knowledge
about his whereabouts , as illustrated in Figure 1 (Curran 2018).
Both companies can also get access to things like the events that their users have
attended, either through Google Calendar or Facebook’s Events feature, which allows users to
show their interest or intention to attend an event on Facebook and share that with friends. This
gives further information about users’ location, but may also provide other information, such as
users’ potential interests and the people that they may be meeting at these events. Another
significant source of data is Google and Facebook’s access to information about what other
applications their users use and their access to third party data through those applications,
because many of these applications are reliant on Google or Facebook’s Application
Programming Interfaces (APIs) and allow individuals to sign up to their services using a Google
or Facebook account. Applications like Spotify, Uber or Airbnb all allow their users to create an
account using a Facebook account, which can provide Facebook with additional information
about a user’s music interests, commuting patterns, traveling and a number of other types of
personal information. And these are just the tip of the iceberg. Just to name a few more: Any and
every video users have watched on YouTube, every e-mail users have sent through Google’s
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Gmail, and every picture, video and post they have uploaded to Facebook, Instagram or Google+
(Google’s now closed social network) will all be stored.
Another element of Google and Facebook’s data collection, one which was particularly
exposed during the Mark Zuckerberg’s congressional hearings in April of 2018, is the idea of
‘shadow profiles’. During the testimony, it was confirmed that Facebook collects data about
individuals who are not even Facebook users, and create a so-called shadow profile on the
person (Wagner 2018). Facebook does this in two main ways: through the non-user’s friends
who do use Facebook, and through their general use of the Internet (ibid). Information can be
collected from Facebook-using friends in part through Facebook’s Upload Contacts feature,
which gives Facebook access to a users’ contact list, which is likely to include people outside
Facebook’s network. These contact lists can contain information like names, e-mails, phone
numbers, professions and a number of other types of personal information. More frightening
perhaps is the second process, general Internet browsing. A number of web sites use Facebook’s,
or Google’s, API plugins, which allows the website to integrate itself with some part of
Facebook or Google’s features, such as a Facebook Like button or a Google Maps link. These
plugins provide Facebook and Google access to any individual who uses one of these websites,
regardless of whether they have a Facebook or Google account. Given the widespread
integration between Facebook and Google and much of the broader web, this means that this
method is likely to be highly effective for collecting data.
The recent realization that both Google and Facebook collect such a substantial amount
of in-depth, detailed data about virtually everyone has led to significant negative press and
broader public skepticism towards Google and Facebook, captured in campaigns like the Delete
Facebook and De-Google Your Life movements (Korosec 2018) (González-Bailón and Gorham
2018) (Scally 2015). This does not seem to be much of a surprise, least of all to Google and
Facebook themselves. In fact, Google has been trying to hide its practices since the very
beginning. Former Google executive Douglas Edwards has written about this culture of secrecy
within Google: “Larry [Page] opposed any path that would reveal our technological secrets or
stir the privacy pot and endanger our ability to gather data.” (Edwards 2011). John Battelle, a
journalist who followed Google in its early years, also described similar tendencies within
Google’s culture of “aloofness” and “alienating and unnecessary secrecy and isolation.” (Battelle
2011). In a similar vein, Facebook has also received criticism for the severe complexity and
length of its terms of service following the congressional hearings in the aftermath of the
Cambridge Analytica scandal (Naughton 2018). This complexity and lack of transparency
surrounding data extraction and usage in the user agreement seems a very conscious choice from
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Facebook to prevent the majority of its users from understanding what they are signing up for in
terms of privacy.
The CEO of Apple, Tim Cook, has referred to this data harvesting model as a “dataindustrial complex” (Cook 2018). Speaking at the 40 th International Conference of Data
Protection and Privacy Commissioners in Brussels in October of 2018, Cook stated that “Data
assembled to create a digital profile lets companies know you better than you know yourself. …
This is surveillance,” (ibid). Though Cook did not mention any specific technology companies
during his speech, the companies that Cook was referring to was quite apparent. While Google
and Facebook are not the only companies to collect data from their users, the depth and breadth
of their data mining is far beyond that of any of their direct competitors and any other technology
companies. Google and Facebook have a number of different business ventures and projects, but
data is at the core of all of them. In this sense data should generally not be regarded as a product
in itself (though data can be and is sometimes sold directly), but rather as the underlying
foundation for Google and Facebook’s power and success. Therefore, while data has been
covered here in the production section, it is important to understand that data is relevant for
almost every structure and is the source of most of Google and Facebook’s power.

“Senator, we run ads”

If data is the underlying foundation for Google and Facebook’s power, digital
advertising is the overarching foundation for their wealth. Zuckerberg himself said it best during
the US congressional hearings when he was asked by 84-year-old Utah Senator, Orrin Hatch,
how Facebook was able to sustain its business model given that Facebook is free for its users, to
which Zuckerberg simply replied: “Senator, we run ads.” (Burch 2018) Both Google and
Facebook derive the majority of their revenue from digital advertising. In the second quarter of
2019, advertising was responsible for 99.6 percent of Facebook’s revenue (Schomer 2019). In
Google’s case, advertising comprised 83.3 percent of parent-company Alphabet’s revenue in
2019 (Forbes 2019). Advertising has been vital to Google’s business model since its very early
days, launching AdWords in October of 2000 with 350 customers (Google 2012). It did not take
long for Google to realize the significance of collecting user-generated data for its use in
advertising sales. In 2003, Google filed for a patent titled “Generating User Information for Use
in Targeted Advertising”. The patent describes a technique in which “each time a user queries
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Google’s search engine, the system simultaneously presents a specific configuration of a
particular ad,” (Zuboff 2019, 78). This patent essentially describes both Google and Facebook’s
advertising model.
For both Google and Facebook, data collection and data mining are in large part the
key to their success in the digital advertising space. Google and Facebook both harvest and
analyze user data to generate data sets referred to as “user profile information” or “UPI” for the
purposes of targeted advertising (ibid). The UPI consists of data compiled through a variety of
sources, such as browsing history, application usage, purchase history, and some may even be
deduced or presumed by the data analytics. A UPI may be updated over time, either through the
reception of new information or simply through intelligent machine learning processes that
enable the systems to conclude that a part of the profile is likely to have changed. The strength of
the UPI is largely determined by the extent to which an individual uses Google and Facebook’s
services and as a result the quantity of data that these companies have been able to collect about
the user. Given the significant number of services that Facebook and particularly Google offer,
these companies are able to develop far more accurate profiles of their users and are thereby
better able to target their users with different advertisements. A simple example would be an
advertisement for a prostate exam based on a UPI consisting of ‘male’ and ‘age 45 and over’
(ibid, 79).
The second reason for their success is the same reason that they are able to collect
so much data: They are everywhere. Google owns the Google search engine, Google Maps,
YouTube, the Chrome browser, and a number of other services. Facebook owns the Facebook
platform itself, the Messenger application, WhatsApp and Instagram. Collectively, these
applications represent a massive percentage of peoples’ time spent in the digital space, giving
Google and Facebook-based advertisements the widest reach possible. These platforms also
represent applications used on desktops, laptops, tablets and smartphones with content types
spanning from video content, photo content, text-based content and a number of other formats.
These factors mean that Google and Facebook give access to a wide selection of possible
advertisement types, whether it be search engine marketing, video advertisements or display
advertisements (banners, popups, etc.) in different formats and sizes (Elite Online 2018).
Combined with their data-based advertising, Google and Facebook have both greater range and
higher accuracy than any of their competitors.
Their use of data-based advertisement targeting, and their digital breadth have
essentially made Google and Facebook into a digital advertisement duopoly. In 2019, Google
and Facebook’s share of the online advertisement market was between 61 and 64 percent, up
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from about 56 percent in 2018, with Google representing about 40 percent of this and the
remaining 20-odd percent belonging to Facebook (Burrell 2019) (Ingram 2017) (eMarketer
2019). The numbers appear even more concerning when looking at the digital advertising
market’s growth. Of the US$2.9 billion in advertising growth in the third quarter of 2019,
Google and Facebook accounted for about 99 percent of that growth, with about 54 percent for
Google and 45 percent for Facebook (ibid). This means that this duopoly is only being further
consolidated. Google and Facebook’s closest competitor in the digital advertising space is
Amazon, another massive technology company with substantial user-data, though only with a
market share of about 5 percent, making it magnitudes smaller than both Google and Facebook
(MacCarthy 2018). Though Amazon appears to be one competitor slowly growing in the digital
advertisement space, many have difficulty seeing any significant changes in the industry.
Venture investor Fred Wilson stated in a 2017 forecast that “the ad:tech market will go the way
of search, social and mobile as investors and entrepreneurs concede that Google and Facebook
have won and everyone else has lost.” (Ingram 2017) The development of the market since then
does not suggest that Wilson was wrong in his prediction.
Their dominance has led many regulators to question whether the market is too
skewed towards Google and Facebook and if interference in the market is necessary. Current
Democratic presidential candidate Elizabeth Warren has been a frontrunner in this debate,
arguing for the overturning of Google’s merger with DoubleClick in 2008 (Hagey 2019). Google
acquired Internet advertisement service company DoubleClick in 2008 for US$3.1 billion, a
move questioned by both the US FTC and the EU at the time. Competitor Microsoft raised
concerns at the time, arguing that it would make Google too dominant in the advertisement
space, concerns which now appear to have been warranted (Kaplan 2007). Google and
Facebook’s dominance are particularly concerning for digital news publishers, who have become
entirely reliant on Google and Facebook to reach their readers. Wall Street Journal’s parent
company News Corp has been particularly critical of Google’s dominance and has attempted to
diversify its advertising spend, but still feels compelled to use Google’s advertising services, as
they drive between 40 and 60 percent of their demand (Hagey 2019). Naturally the dependency
of the news media on the digital advertising giants has wide-reaching consequences for the
dissemination of news to the broader public, an important pillar of all liberal democracies, but
this issue will be discussed at greater detail in the section on the knowledge structure.
Similarly, the issue of political advertising on platforms like Facebook and Google
have sparked much attention, particularly after the 2016 US presidential election. While the issue
of election influence will also be examined at greater length in the section on the knowledge
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structure, the issue of political advertisements highlights another serious implication of the
platforms’ market dominance in the digital advertising space. The issue has resulted in
significant pressure on these companies to ensure that their platforms are not used as a political
tool or a means for any actor to circulate misinformation regarding political issues or candidates.
This led Google, as well as the social network Twitter, to take a strong stance on political
advertising, stating in November of 2019 that it would now only target audiences on the basis of
the categories of age, gender and location, as opposed to any other data that Google is likely to
have that would be useful for targeted advertising (Spencer 2019) (Stewart 2019). Facebook,
however, has not taken nearly as strong a stance on political advertising. As opposed to
establishing any strong company policies on the issue, Facebook is simply going to create a new
settings function that will allow users to filter out political advertisements themselves (Leathern
2019) (Wagner 2019). However, this will not prevent campaigns from using the same
advertisement targeting tools that have been used in the past.

“Artificial intelligence would be the ultimate version of Google”

Being in a dominant position within their own industries and among the most
valuable corporations in the world, both Google and Facebook intend to cement their position
and have begun to invest heavily into innovation and the development of new technologies. As
interpreted by Laura DiDio, analyst at consultancy firm ITIC: "Facebook and Google are high
technology titans engaged in a real world game of 'Monopoly' to grab the choicest technology
properties in a bid to maintain and extend their dominance with each other as well and various
other rivals," (Goldman 2014). In the last few years, Facebook has made significant investments
in technologies like virtual reality, facial recognition technology, mobile biometrics, and a
number of other technologies (Segall 2012) (CNN 2014). Google has likewise invested in
several different technologies in recent years, from robotics, cloud computing and natural
language processing to virtual reality, image recognition and artificial intelligence (AI)
(Reynolds 2017). Facebook has acquired approximately 80 companies and Google about 240,
largely as a means of getting a foothold into new areas of technological innovation (Ramzeen
2019) (Crunchbase 2020).
AI is one emerging technology that many technology companies are paying serious
attention to, Google and Facebook even more so than most. As far back as 2004, Google co34

founder Larry Page likewise said the following about Google and AI: “Artificial intelligence
would be the ultimate version of Google.” (Taulli 2019) Ten years later, in 2014 Google
acquired DeepMind, an AI company based in London. In 2017, Google CEO Sundar Pichai
announced the new Google AI division at Google’s annual I/O event, a division concerned solely
with the development and use of AI. Along with this announcement, Pichai stated that Google
was shifting from “searching and organizing the world’s information to AI and machine
learning.” (Gans 2018). Facebook has likewise invested heavily into AI in recent years.
Facebook launched its ‘Facebook AI Research’ (FAIR) initiative in 2013, one of the pillars of
Facebook’s research and development program. In 2015 Facebook announced the opening of its
AI laboratory in Paris, France, with the aim of building a growing research team for its FAIR
group to work on a number of AI issues like natural language comprehension (Larousserie
2015). The head of Facebook’s AI team, Yann LeCun, has stated that the team will be working
on a variety of projects, such as the development of an AI that can stop, or at least warn, users
that are in the process of uploading personally compromising material to Facebook or Instagram
(Metz 2014).
Besides potentially preventing us from posting embarrassing pictures of ourselves
on Facebook, what is the greater significance of new technologies like AI? Researchers have
speculated about the likely implications of the development of advanced AI for many years, and
its potential economic and social ramifications are still up for debate. However, there seems to be
a broad consensus that the technology will have a revolutionary effect on the human civilization,
often compared to that of the invention of electricity (Li 2017). A recent report from Carnegie
Europe explain the impact of AI in the following way: “AI applications will change many
aspects of the global economy, security, communications, and transportation by altering how
humans work, communicate, think and decide. Intelligent machines will either team up with or
replace humans in a broad range of activities.” (Kasapoğlu and Kırdemir 2019). In purely
economic terms, a recent PwC report predicted that AI technologies is likely to increase local
GDP growth in developed economies by between 14 and 26 percent by 2030, largely through the
automation of labor and innovation in products and services (Rao and Verweij 2017)
(Wladawsky-Berger 2018). These predictions and the expectations that they create have led to an
‘arms race’ in technologies like AI, presumed to be able to deliver massive economic returns in
the coming years.
Companies like Google and Facebook are positioned in such a way that they have a
substantial head start when it comes to the development of these technologies. This head start
comes from three factors: talent, money and data (Faggella 2019). In terms of talent, these two
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companies are already among the largest technology companies in existence with some of the
most knowledgeable and skilled employees within the field. The fact that they have been pushing
the envelope in terms of innovation for a number of years has ensured that they have a constant
flow of young, well-educated talent coming into their companies. Money is also an essential part
of technological development, particularly when it comes to AI, because of the incredibly high
requirements for computing capacity. Facebook and Google are among the very wealthiest
companies and have massive resources in terms of computing power and data storage as a result
of their pre-existing infrastructure needs. Smaller companies or educational institutions are
simply not able to develop AI technology at the same speed as Google or Facebook because their
computing resources are far more limited. Data is another substantial advantage for Google and
Facebook. As previously discussed, Google and Facebook have access to a greater amount of
data than any other company or organization in history. Access to massive amounts of data is a
necessity when training an AI is concerned, as that data is what fuels its learning (Lohr 2019).
The substantial amount of resource requirements for the development of
technologies like AI is a concern. It suggests that this technology, promised to be the largest
technological revolution since the invention of electricity, is going to be spearheaded by and
limited to a very select group of actors. This means that the global economy is going to
experience an extreme concentration of technological power within the coming years. While
technological innovation has traditionally been driven in large part through research and
educational institutions, developed and shared with the public on the premise of transparency
and altruism, new technologies are more likely to be developed purely for profit and unlikely to
become publicly accessible to the same degree (ibid). This shift in the innovation of
technological development is likely going to also result in a shift in both economic, as well as
social and political, power as these companies begin not only to further dominate the technology
sector, but also become the developers and gatekeepers of much of the future learning. This
technology is going to be, and already is starting to be, used in virtually every industry from IT,
healthcare and manufacturing to marketing, services and retail, all of which are likely going to be
reliant on AI-capable companies like Google and Facebook (Szczepański 2019).
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Summary: A changing production structure?

As previously explained, Strange defines the production structure as that which
generates wealth in a political economy (Strange 1988, 70). Those, whether corporations or
individuals, who generate wealth therefore possess power within a political economy. Likewise,
Strange explains that when the production structure changes, such as because of a social change
(like women joining the workforce) or perhaps a technological development, “big changes are
apt to follow in the distribution of social and political power,” (ibid). Strange lists two significant
changes in the production structure in the post-industrial era, namely the shift towards a
capitalist, market-oriented mode of production in North-Western Europe and the change from a
largely national production and market structure, to a more international structure, both in terms
of the supply chain and the market (ibid, 70-71). It is apparent simply from looking at global
rankings of corporations’ market capitalization that Google and Facebook generate substantial
wealth, both in the US and the global economy, and can therefore be said to possess some kind
of power according to Strange. However, do these two companies also represent, or even
manifest, any direct changes to the production structure in the global economy?
This question takes us back to the concept of “data as the new oil” and the digital
raw material. This notion, discussed at greater length earlier in this section, regards data in much
the same way as oil has been, that is to say as being largely synonymous with a revolution in
production (the industrial revolution) and a sought after material by corporations for its necessity
as a raw material in many different production processes. It is certainly the case that much like
oil, data can be interpreted as a new type of raw material, being that it is both mined and refined
much like traditional raw materials, and has a very wide applicability in a variety of processes in
virtually all industries. Like oil in the automobile or construction industry, data is an essential
product for every digitalized industry, meaning everything from finance to education, as well as
traditional industries, like the manufacturing industry, that can use big data to optimize
production processes or other parts of their business. The use of data in this manner is in part a
result of technological innovation that has enabled the collection of large amounts of data and the
subsequent data analysis required to make use of the data. However, it is also a result of the
business model developed by these technology companies, of which Google and Facebook are
perhaps the best examples. For this reason, as frontrunners in both the broader technological
evolution and in this data-based business model, it seems appropriate to regard this phenomenon
as a shift in the production structure that Google and Facebook are in large part responsible for.
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On the purely technological side, both Google and Facebook are deeply involved in
the development of what are predicted to be some of the most significant technological
innovations in a very long time. As discussed, AI in particular is expected to have substantial
repercussions for every industry and the global economy as a whole. While more simplistic AI
solutions currently exist, the highly developed AI that is expected to have this monumental effect
has not yet arrived. For this reason, it is difficult to speak of another shift in the production
structure resulting from this technology. However, Google and Facebook are still both currently
positioned in such a way that they are likely to both develop and be able to take advantage of this
technology in a way that most of their competitors and the world at large is not. Much like data
gives Google and Facebook an insurmountable advantage in the digital advertising space
because it gives them a far better understanding of the demands and needs of their users, AI is
similarly going to inform the decisions of Google and Facebook in a way that their competitors
are not. For this reason, Facebook and Google are currently in a position of power because they
in many ways hold the key to the production of the future.
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Knowledge
The following section will examine Google and Facebook’s relationship with the
knowledge structure. As previously explained, the knowledge structure largely relates to the
access to and communication of knowledge, meaning that an actor who can somehow
manipulate the access to and communication of knowledge has a power within this structure.
This section will primarily be concerned with the effect of digital platforms, more specifically
social media, search engines and news aggregators, as institutions that have come to control the
dissemination of information by shifting the way that people consume news and develop their
understanding of political, social and economic issues. The first sub-section closely examines the
effect of digital platforms on news consumption and some of the concerns related to this. The
second sub-section will look at the effect of digital platforms on political elections, particularly
the 2016 US presidential election, to understand what effect digital platforms have on informing,
and misinforming, the public. The last sub-section will provide a broader overview of the power
of Google and Facebook within the knowledge structure.

“No, we are a tech company, not a media company”

In recent years digital platforms like Facebook and Google have come to play an
increasingly significant role as information intermediaries, that is to say as conveyers of news to
the broader population. While platform preferences and availability vary between countries,
between 2013 and 2017 social media usage for news has grown in the US from 27 to 51 percent,
in the UK from 20 to 41 percent and in France from about 28 percent to 58 percent (Moore and
Tambini 2018, 134). Being the most dominant social media, Facebook is also unsurprisingly the
most popular social media for news access, as indicated by a study about social media and news,
about 47 percent of Facebook users stating that they use the site for news (ibid, 135). This fact is
particularly true for younger age groups, who often use sites like Facebook or YouTube as their
primary source of news (ibid). Search engines and search aggregators, like Google and Google
News, have also had a substantial impact on people’s news consumption. While search engines
and aggregators have fallen slightly in use in the last few years, this is likely simply a result of
the growth of social media and its impact on news consumption that has detracted from the use
of search (ibid, 136).
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There are a number of reasons for digital platforms’ newfound role as information
intermediaries. One of the most significant reasons is likely convenience. Most people use social
media sites like Facebook primarily to keep up with the lives of their friends and family and so
frequently browse their so-called ‘feed’ for new content. Facebook began to push more news
articles to keep people on their site for longer and people read the articles as they appeared on
their homepage (Wagner 2018). In this way social media sites like Facebook became a one-stop
shop for users, getting both the daily updates on the lives of their friends and family, as well as
their news. Facebook’s partnerships with large news organizations has also meant that they
developed a substantial presence on the website and therefore gave users easier access to some of
the news media organizations that they were used to, without having to leave Facebook.
However, Facebook also distinguishes itself from traditional news organizations in that it also
gives private users access to share news stories through live videos, photos and posts with
Facebook’s entire user-base and enables users to comment and discuss these stories. This has
given Facebook an advantage as a news media in that it means that news stories often appear on
Facebook before established news media and because of the direct interaction with the news
stories that users can engage in. Another likely reason is what is generally referred to as
‘incidental exposure’ to news. Many people may not use social media sites like Facebook for the
purpose of consuming news, but are simply exposed to news incidentally on the site. While
Facebook may use news as a means of keeping people on their site, incidental news exposure is
not a new phenomenon and has been used by traditional news media for decades to increase the
amount of news consumed. For example, television news broadcasts have often been slotted into
peak viewing hours on public television channels to increase the amount of news consumed by
the population (Moore and Tambini 2018, 145).
However, some have questioned whether this transition to a news world dominated
by digital platforms like Google and Facebook is positive for broader news consumption habits.
One of the central concerns pertaining to the effect of digital platforms on news consumption is
its effect on media diversity. By media diversity what is generally meant is the number of
different news sources people use to acquire their news. The general assumption is that a higher
degree of news diversity is essential because it ensures that users are exposed to a number of
different political, social and economic perspectives. Media diversity is also considered to be
important because it may help to avoid the ‘echo chamber’ effect that has also generally come to
be associated with the Internet and social media sites in particular, which refers to a situation in
which beliefs are reinforced by communication in a closed system without exposure to other
viewpoints (Barberá et al. 2015). For this reason, many have feared that a higher news
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consumption through social media and news aggregators would lead to a greater echo chamber
effect and a lower diversity. However, studies done on news diversity and the Internet don’t
seem to support this claim. One study done in a variety of different national markets showed that
people who do not use social media for news use about 3.1 different news brands per week,
whereas those who do, use 4.34 news brands per week (Moore and Tambini 2018, 144).
Similarly, in the case of news aggregators, a 2017 study demonstrated that the closure of Google
News in Spain in 2014 caused a 20 percent decrease in news consumption among users (Athey et
al. 2017). However, a higher number of consumed news brands is not necessarily indicative of a
broader spectrum of viewpoints. Much like digital platforms tend to target their advertisements
at the individual user, these platforms also attempt to do the same with the content that their
users are exposed to in order to maximize user interest and engagement (Moore and Tambini
2018, 206). In relation to news consumption, this is likely to result in users having read an article
about a particular topic or with a particular viewpoint being shown more content, even if from
other publications, similar to the first. For news aggregators, users are even able to actively
dictate the kinds of news topics or interests that they would like to read about, which again leads
to lower news diversity.
Another concern regarding digital platforms’ effect on news consumption is that
they are leading to lower news brand recognition among users. The reasoning is that as people
are not actively seeking out a specific news media, but are instead simply consuming whatever
news they happen to be exposed to through social media or a news aggregator, they are less
likely to pay attention to the source of the news. This can be detrimental to both the news brands
and the consumer, as brands can have greater difficulty building a reader base and following,
while consumers may become less critical and skeptical of the news they read as they do not take
the publisher into account. While the effect of social media on news brand recognition seems to
differ by country according to this study, with Finland and Germany showing a high degree of
brand recognition (60 and 55 percent), countries like the UK and Australia tended to have very
low brand recognition on social media (33 percent) (Moore and Tambini 2018, 147).
Aggregators seem to have an even more definitive effect, with countries like Korea and Japan
where news aggregators are very popular, showing that only around a quarter of people notice
the news brands (ibid). By contrast, about two-thirds of people remembered the social media site
or news aggregator through which they had read the story, i.e. Facebook or Google News (ibid).
This further underlines the concern that as news brands generally start to lose brand attribution,
social media sites and news aggregators are what people remember.
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A third, and perhaps the most important, concern is that the digital platform may
have taken on a new role as the arbiter of truth. For the social media platform Facebook it
concerns the vast quantity of posts that the 1.66 billion daily active users (as of 2020) are
constantly uploading, which can be anything from an opinion and a URL link posted by a private
user, to a news article uploaded by the corporate Facebook account of a news organization
(Noyes 2020). This massive quantity of uploaded information will inherently contain a
significant number of falsehoods and as a result some of it can be considered to be
misinformation, in certain cases even disinformation (though the topic of disinformation will be
examined in the subsequent sub-section). Given that much of this uploaded information is
intended to be shared with the broader Facebook userbase and that Facebook has an interest and
active role in its content creation, this raises questions about Facebook’s editorial role. As there
is limited legislative capacity (and perhaps willingness) to control speech on the Internet and
more specifically on these digital platforms, Facebook and Google have largely been left to their
own devices with regards to content and speech moderation. As of 2020, Facebook is believed to
have about 15,000 employees working solely on content moderation (Simon and Bowman 2019).
However, should Facebook be responsible for ensuring that the content uploaded to its site is
factual and not misinformative? If so, does Facebook not become a sort of digital ‘truth police’
that dictates what is and isn’t to be said and written?
Google likewise has its own internal process to deal with potential misinformation.
Google also has a team of content moderators working in the Google News department,
screening websites that have applied for access to appear in the Google News feed (Grind et al.
2019). However, for search engines and news aggregators, this concern of truth-policing
primarily relates to how information is sorted and displayed to users. Briefly explained, a search
engine like Google works by “crawling” the web (indexing all public web pages) to build a
constantly growing and updating database of the Internet. When an individual inputs a search for
something into Google, the search engine then interprets the search, selects the relevant
information, orders it and finally displays it (Moore and Tambini 2018, 299). This is a clever and
logical process. However, two of those steps are particularly important for what results are
shown: the selecting and ordering. What are the criteria by which Google determines which
results are relevant and most important? Popularity, relevance, recency? This becomes
particularly difficult when searching for information that assumes some kind of judgment or
evaluation, like “best Chinese food” or even more complicated and problematic “best political
candidate” (ibid).
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Beyond algorithmic operations, search results can also be directly influenced by Google.
In 2016, media company SourceFed published a story concerning Google’s suppression of
negative search suggestions and results for presidential candidate Hillary Clinton (Richardson
2016). A notable example concerned searches about Hillary Clinton’s health, which became a
concern during the presidential campaign due to a history of health problems, most recently
related to her lungs (Altman 2016). SourceFed claimed that a search of “Hillary’s health” would
only bring up results related to Clinton’s health plan, as opposed to problems related to her own
personal health. While the story was widely debated within the news media and was disputed by
some, others who have investigated these claims have found them to be valid, like former editor
in chief and famous Google critic Robert Epstein (Moore and Tambini 2018, 305). It will almost
certainly never be verified whether these allegations are true or not, given that only a select few
individuals employed by Google would be able to answer that, and have little interest in doing
so. However, the thought experiment and the suspicion are powerful in and of themselves, as
they highlight a frightening possibility that Google, a tool that has virtually become synonymous
with knowledge and fact-checking (“Wait, let me Google it.”), is not simply a portal to learning,
but may have its own agenda.
It is clear that digital platforms, particularly Google and Facebook, have come to serve a
vital role in informing the public. While Google and Facebook are undoubtedly technology
companies, their function in society is more complex than the label of ‘search engine’ or ‘social
network’ implies and can in part be compared to that of media companies. However, these
companies are reluctant to be associated with traditional media companies and in general deny
the term ‘media company’, specifying that they are simply a technology company. Facebook
Chief Executive Officer (CEO) Mark Zuckerberg and Chief Operating Officer (COO) Sheryl
Sandberg, in particular, have been very adamant in their rejection of the media company label,
stating repeatedly that “We hire engineers. We don’t hire reporters. No one is a journalist. We do
not cover the news.” (Axios 2017). Zuckerberg has repeatedly stuck to the same story when
asked if Facebook is or had intentions of becoming a media company, often reciting the response
that “No, we are a tech company, not a media company,” (Segreti 2016). The important
distinction for the Facebook executives is that as a technology company they do not bear a
responsibility for the information, most importantly the false information, that is posted on their
site, unlike a media company that has an editorial obligation to fact-check and take responsibility
for what is published in their name. However, Facebook’s constant scrutiny following the
Cambridge Analytica scandal in 2018 has led Zuckerberg to change his tune, at least to some
degree.
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Elections and search

The following sub-section will focus concretely on the influence of Google and
Facebook on political elections, more specifically how they shape the knowledge structure in
such a way that has had an identifiable effect on elections. While a more general effect on
information dissemination, as examined in the previous sub-section, undoubtedly also has a real
effect on broader learning and thus indirectly on elections, this sub-section look more
specifically at what May, in reference to Strange’s knowledge structure, calls “action informed
by information”, in this case meaning the concrete actions of users informed by digital platforms
(May 1996, 182). This section also examines the other side of knowledge in relation to political
elections, in the sense of how digital platforms not only shape the knowledge of their users on
government, but also how they influence the knowledge of government on their users. More
specifically, this sub-section will first look at the impact of Google’s search engine on informing
voters. Then, the impact of Facebook on both the 2008 and the 2016 US presidential elections, as
well as the Cambridge Analytica scandal, will be examined. Lastly, this sub-section will look at
the development of the relationship between the US government and both Google and Facebook.
In the last sub-section, the significance of the search engine and its mechanisms for
controlling access to information was discussed. This sub-section will look more deeply at the
role of Google in political elections and its significance for providing the public with information
about political candidates. Google has a variety of ways in which it can shape the available
information about a political candidate and thereby also their public perception. Perhaps the most
significant way is, as mentioned before, the ranking of Google’s search results. A number of
studies have highlighted the importance of the rankings of search results for what is known as
click-through rate (CTR), meaning the ratio of people who click on a specific link to the number
of people who viewed the page with the link, a concept often used in online marketing to
determine the success of an advertisement (WordStream). These studies have all highlighted the
significance that rankings have for the likelihood of a link being clicked on, or a higher CTR
(Agichtein et al. 2006) (Pan et al. 2007). While the studies differ in their numerical results, one
showing that the number one link tends to get upwards of 30 percent of clicks and another only
20 percent, they all highlight the fact that the top search results get the vast majority of clicks and
that lower-ranked results are therefore far less likely to be viewed.
In the context of political candidates, this means that the results that appear at the top of a
search for a candidate are incredibly significant for determining what information people receive
about a given candidate. A study on the 2016 US presidential election examined the extent to
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which search results differed among candidates when searching for their names, concluding that
Google search results were more likely to be negative (generally meaning negative news articles)
for Republican candidates than for Democratic candidates (Diakopoulos et al 2018). For
Democratic candidates, top search results were more likely to be official websites, social
platforms and other campaign-run sites, as well as positive news articles (ibid). As discussed in
the previous sub-section, whether Google is actively manipulating search results, the algorithms
have an unintentional but built-in bias or if these claims are simply untrue are all beyond the
capacity of this author to answer. However, the significance of search result ranking is
undoubtedly real, as confirmed by a 2015 study by Robertson and Epstein, which found that
“biased search rankings can shift the voting preferences of undecided voters by 20 percent or
more”. This means that whether it is Google or what Diakopoulos et al. call “digitally-savvy
campaigns” influencing search results, voters are likely to be influenced by Google’s search
ranking.
Google has a number of other means of influencing voters’ opinions on political
candidates, such as their “In the News” or “Top stories” section, their visual framing of
candidates and their former “Issue Guide”. The “Issue Guide” was a feature deployed by Google
for the 2016 US presidential election to allow users to quickly identify the stances of political
candidates on various issues, neatly compiling and displaying the information directly on
Google’s own page. It is comparable to Google’s “Featured Snippet” feature, in which Google
directly displays the contents of a link on top of the search results, as seen in Figure 2, instead of
users having to click on links to find the information they are searching for. While at times
convenient, particularly when searching for something simple and unproblematic, this feature is
perhaps another case of Google overstepping the boundary of a search engine and encroaching
on a kind of one-stop shop, all-knowing entity that provides an answer with minimal efforts
required by the user. Perhaps it is better that users are required to browse the results and even
click on and read several of them before they have an answer to their question. Particularly in the
case of a matter as complex as choosing a political candidate, while a clear overview of the
candidate’s standpoints can be useful, it is likely that the “Issue Guide” feature (that does not
appear to be returning for the 2020 US presidential election) is more detrimental to the education
of voters than it is informative. And equally importantly, perhaps self-declared “technology
companies only” should not become the main source of information on political candidates.
Facebook has received even more scrutiny as of late with regards to their influence on
political elections. The 2016 US presidential election is largely responsible for much of this
scrutiny, which shined a light on two particular issues surrounding Facebook and its influence on
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political election: misinformation and data usage. The issue of misinformation, which can and
should at times rather be called disinformation, will be explored in the following section on
security, as it relates not only to the spread of false information or knowledge, but also to an
issue of foreign political interference in a manner that should be regarded as a national security
threat. Instead this segment will focus on the issue of data-usage pertaining to Facebook and
political elections, specifically through the 2018 Cambridge Analytica scandal. This scandal
pertained to how Facebook user-data could be used to impact political elections. As mentioned,
most of this section pertains to how these companies affect the spread of information to users.
However, this scandal highlights how information about users can also be used by these
companies and other powerful actors.
In March of 2018, the New York Times and The Observer received a series of documents
from Christopher Wylie, an employee of the consulting firm Cambridge Analytica. The
documents explained how the firm was using data acquired improperly from Facebook to build
so-called “voter profiles” to aid specific candidates in the US presidential campaigns, most
notably Senator Ted Cruz and Donald Trump (Confessore 2018). The purpose of the voter
profiles is to develop accurate targeted political advertising to sway undecided voters to vote for
a specific candidate. The voter profiles allow campaigns to target Facebook users by age, gender,
location and other key information that is used as an indicator for how a given individual is
likely to vote. The data for these profiles was acquired through a Facebook application called
“thisisyourdigitallife” (this is your digital life) developed by academic Aleksandr Kogan, who
collaborated with Cambridge Analytica through his company Global Science Research (GSR)
(Graham-Harrison and Cadwalladr 2018). The application paid a number of Facebook users to
take the psychological test through the application who agreed to have their Facebook data
collected for academic purposes. However, the application collected not only the consenting
users’ information, but also the information of all these users’ Facebook friends. As a result,
GSR and Cambridge Analytica ended up with data on millions of American Facebook users
(ibid).
While Donald Trump won the 2016 US presidential election, the extent to which
Cambridge Analytica and Facebook affected the result of the election is largely impossible to
say. The nature of advertising is such that its influence, while real, is often too obscure to track
and in the context of a political election, where a decision as complex as choosing a political
candidate to vote for, there are many other competing factors besides effective advertising at
play. As a result, whether this operation swayed the election cannot be known. Nonetheless, it
highlights a different facet of the issue surrounding data mining and analysis. Much like
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technology companies can use this data to learn about and persuade their customers to purchase a
specific product or service, other actors can use much of the same data to manipulate how
individuals vote. Though political advertising is certainly nothing new and has existed as long as
democracies have, both the degree of accuracy and the level of knowledge that advertisers have,
as well as the scale of access and outreach, are unprecedented and present an entirely new
capacity for political manipulation.
While the 2016 US presidential election has been largely responsible for putting attention
on the capacity for technology companies to influence political elections, it was not a new
phenomenon at this time. Another notable example of this is the 2008 US presidential election,
in which Google CEO Erik Schmidt served as an advisor on the Obama campaign. Erik Schmidt,
who served as Google’s CEO from 2001, soon after the company’s creation, until 2011, not only
publicly campaigned for Obama, but was heavily involved in the campaign’s data strategies to
predict voting behavior, not unlike Cambridge Analytica’s voter profiles, which one of Obama’s
political consultants said meant that “We knew who … people were going to vote for before they
decided.” (Issenberg 2012, 271) Schmidt likewise served in Obama’s 2012 campaign, then
involved in fundraising and even more deeply on the technical side, being described as being the
one who “personally oversaw the voter-turnout system on election night.” (Mullins 2015).
During Obama’s two-term presidency, Schmidt served on Obama’s Transition Economic
Advisory Board and subsequently on the United States President’s Council of Advisors on
Science and Technology, though he was also considered for the position of Obama’s newly
created Chief Technology Officer role (Zuboff 2019, 122-123).
However, Schmidt is far from the only employee of a technology company with a close
relationship to the US government, particularly as a Google employee. In fact, both Google and
Facebook have been some of the most dominant players when it comes to what has been called
this “revolving door” practice of hiring former senior government officials for their political
connections. Google’s own Google Transparency Project found that as of April 2016, 197 former
government officials had moved to Google, 22 of who were former White House officials. On
the other side, 61 former Google employees had gone to work for the government, 31 of which
were former executives who had joined the White House or federal advisory boards (Google
2016). Facebook has had a habit of doing much the same. Sheryl Sandberg, Facebook’s COO,
worked as the chief of staff to Larry Summers, the Treasury Secretary in the Clinton
administration (Leskin 2020). Likewise, Facebook hired Joel Kaplan in 2011, a former deputy
chief of staff to George W. Bush, to serve as the vice president of Facebook’s US public policy,
which has been described as an attempt to cozy up to and charm Republican lawmakers into a
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favorable position on Facebook (Matsakis 2019). This trend has become so widespread that in
late 2019 Democratic presidential candidate Elizabeth Warren announced a plan of limiting the
revolving door practice by requiring a period of at least four years between hires of former
government officials into corporations like Google and Facebook (Warren 2019).
Even beyond this revolving door phenomenon, the close relationship between the US
government and large technology companies is a prominent trend. Again, this is particularly the
case for Google. One such example that was briefly mentioned earlier is Project Maven. Project
Maven is a Pentagon project aimed at improving image recognition from drone footage collected
for the purposes of counterinsurgency and counterterrorism through the use of AI. Google was
contracted by the Pentagon to aid in this project (Ratnam 2019). While a substantial show of
outrage from a significant number of Google employees caused Google to end their collaboration
with the Pentagon on this project, Google has been involved in a number of other substantial
government projects (Amadeo 2018). As far back as 2003, Google was awarded a US$2.07
million contract by the US National Security Agency (NSA) for Google to outfit the agency with
its search technology (Consumer Watchdog 2011). The purpose of this technology was for the
NSA to be able to quickly and effectively read and process documents in multiple languages. In
extension of this project, Google also helped to develop an internal wiki, called Intellipedia, for
the CIA and other intelligence agencies, in order to enable these organizations to share
information amongst each other (Zuboff 2019, 117).

Summary: Knowledge is power

Strange argues that the power derived from the knowledge structure is often the
most overlooked of the four structures (Strange 1988, 131). By the non-tangible nature of
knowledge, its power is doomed to be the most diffusive. Fundamentally, power within the
knowledge structure is defined by Strange as power over “what knowledge is discovered, how it
is stored, and who communicates it and by what means to whom and on what terms.” (ibid, 134)
Strange identifies what she considered to be three significant changes in the knowledge structure:
1) Changes in the provision and control over information, 2) Changes in the use of language and
non-verbal channels of communication, and 3) Changes in the fundamental perceptions of and
beliefs about the human condition which influence value judgments, and thereby, political and
economic decisions and policies (ibid, 132). She relates these fundamental changes in the
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knowledge structure to the phenomenon generally referred to as the “information revolution”,
which is a broad term that emerged at the end of the 20th-century to refer to the changes in how
information became available as a result of the advances in computing and the emergence of the
Internet (ibid, 132-133) (Dietel and Deitel, 1986). While not the only one to notice this
phenomenon, Strange was definitely onto something here.
The first and second changes, regarding how information is provided and
controlled and changes to the channels of communication, is certainly something that has
changed as a result of the Internet, and particularly companies like Google and Facebook, as has
been examined earlier in this section. Both Google and Facebook have gained substantial control
over the means by which information is consumed by the wider public. This is seen particularly
in the form of how people consume news today, to the extent that news media and independent
journalism feel threatened and fear for their continued existence, as a result of how many people
access news through a social media platform, particularly Facebook, and news aggregators, like
Google News, today (Alejandro 2010) (Wahl-Jorgensen et al. 2016) (Hamada 2018). This means
that Google and Facebook have come to have direct control over what information their users,
which means virtually everyone, consume and as a result shape the knowledge of the public. As
discussed later in this section, this can affect not only how people perceive the world, but also
how they actively interact with and change the world, perhaps most significantly in the form of
how they vote. In reflecting on Facebook’s role in the 2016 US presidential election, Andrew
Bosworth, at the time responsible for advertising at Facebook, wrote an internal memo to the rest
of Facebook in which he asked “So was Facebook responsible for Donald Trump getting
elected?” to which he then replied “I think the answer is yes,” (NY Times 2020)
However, as mentioned earlier, this form of knowledge relates to how Facebook
and Google shape the knowledge of their users. The other side of the knowledge structure is the
knowledge about their users that Facebook and Google shape, in the form of data mining. In
describing the knowledge structure, Strange writes that “[m]ore than other structures, the power
derived from the knowledge structure comes less from coercive power and more from consent,”
(Strange 1988, 135) The issue of data was discussed at greater detail in the section on the
production structure, however it naturally pertains equally to this section on the knowledge
structure. As Strange writes about her four-sided theory of structural power, “each facet touches
the other three. Each interacts with the other.” (ibid, 34) Strange’s comment that power derived
from the knowledge structure comes from consent and not coercion, is perhaps misguided, if not
incorrect, with regards to the role of data. While the issue of how people consume news and seek
out information is certainly a matter of consent, in the sense that despite trends and tendencies,
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people still have a choice in how they gather information, the extent to which user data has been
collected and used is arguably more on the side of coercion than consent. Though Google and
Facebook provide their users with some information about data collection and use, both
companies have been deeply criticized by the public and government institutions for the poor
transparency of this information and their overstepping of the boundaries of their collection and
use of data. This data mining demonstrates the power of knowledge by what Google and
Facebook have been able to do with it: ensure market dominance and a technological innovation
oligopoly, but perhaps even more importantly their influence on the foundations of modern
democracy.
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Security
The following section will examine Google and Facebook’s connection to the
security structure. While Strange defines the security structure quite simply as “the provision of
security by some human beings for others.” (Strange 1988, 49), the chapter on the security
structure certainly deals with security in a more traditional IR, military and violence-related
sense. As this dissertation is examining the digital side of security, security will be examined in
this case in relation to issues concerning cybersecurity, data leaks and online foreign political
interference. The first sub-section will further examine the 2016 US presidential election and the
phenomenon of disinformation that may have played a substantial role in the results. The second
sub-section concerns the issue of data leaks and their significance as a security threat to the
individual’s privacy. The last sub-section will give a broader analysis of the power of Google
and Facebook within the security structure.

Dezinformatsiya

The 2016 US presidential election has already been discussed at some length in this
dissertation. This sub-section will examine one additional issue pertaining to this election that is
highly relevant to the discussion of digital platforms and their influence on elections and political
systems, namely the issue of disinformation. As was explained in the previous section, digital
platforms have come to have a massive role concerning news consumption and general
information dissemination, particularly during elections and the months leading up. News media
and private users publish stories and posts concerning candidates, campaign developments,
scandals and other information that pertains to the upcoming election. While traditional news
media, much like the political candidates, are generally fact-checked at great length and as a
result have a high standard, or at least a high expectation, of integrity and validity, digital
platforms do not share the same standards and practices as non-traditional news platforms.
Again, this is predominantly why companies like Facebook have been hesitant to relinquish the
“technology company only” label. This election period the US experienced the real repercussions
of this distinction, as the digital platforms, Facebook in particular, became a hub for a massive
campaign of coordinated and widespread disinformation attacks.
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Stories about Democrats wanting to impose Islamic Law in Florida, Hillary Clinton
selling weapons to ISIS, her supposed connection to a child sex ring, and a number of other
hoaxes and false stories circulated platforms like Facebook and were highly searched for on
Google (Holan 2016). Many of these stories would get substantial traction. In fact, an analysis by
news media site Buzzfeed indicated that the top twenty fake news stories on Facebook got more
engagement (shares, comments and reactions) (8.7 million) than the top 20 real news stories (7.3
million) (Kurtzleben 2018). Many of these stories were posted and shared through Facebook by
legitimate users who wanted to express their opinions, however, many were spread through fake
accounts run by domestic and foreign actors with a political agenda. Facebook has claimed to
have removed hundreds, if not thousands, of fake accounts that are believed to have been run by
foreign nationals attempting to interfere in the election (McMillan 2019) (CNBC 2018). A
number of these posts also link to ‘fake news sites’, meaning that they have been created to
resemble real news medias for the purpose of disinformation, that lend some of these false
stories an appearance of authenticity. These fake news sites were also heavily reliant on
engagement from social media, with more than 40 percent of visits to 65 different fake news
sites coming through social media, as a report from New York University (NYU) and Stanford
University showed (Allcott and Gentzkow 2016). These stories and sites were also often
reinforced by Google searches due to the high traffic that many of them were getting, such as a
false story about the election results that hit the top of Google News when searching for “final
election count” on Google (Holan 2016).
However, was there a reason for these false stories? And what is actually meant by
disinformation? The term is used in contrast to the word misinformation, which simply implies
false information in general (Merriam-Webster). Disinformation has been defined as “false
information deliberately and often covertly spread (as by the planting of rumors) in order to
influence public opinion or obscure the truth” and has been speculated to derive, perhaps not so
surprisingly, from the Russian “dezinformatsiya”, a term and name for a KGB department
created to circulate propaganda (ibid). Fallis has described disinformation as being found in a
number of different forms, most often “deceptive advertising (in business and in politics),
government propaganda, doctored photographs, forged documents, fake maps, internet frauds,
fake websites, and manipulated Wikipedia entries.” (Fallis 2015, 401) Disinformation can clearly
exist in a significant number of forms and anyone could be exposed to it. Particularly
information pertaining to a significant political election is susceptible to influence people
because the disinformation here serves a powerful motive, like influencing an election in a
specific direction for political reasons.
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The reason that the supposed origin of the term disinformation is perhaps not
surprising is that much of the disinformation that was circulated during the election period, as
well as since, appears to have come from Russia. As put by New York Times journalists Scott
Shane and Mark Mazzetti in an article on the influence of Russian disinformation during the
election: “Acting on the personal animus of Mr. Putin, public and private instruments of Russian
power moved with daring and skill to harness the currents of American politics.” (Frenkel et al.
2018) A US Special Counsel Investigation led by Robert Mueller and published in April of 2019,
otherwise known as the Mueller Report, confirmed that Russia had indeed interfered in the 2016
US presidential election, and done so in a “sweeping and systematic fashion” (Mueller 2019).
The report explains that the Russian Internet Research Agency (IRA) “carried out a social media
campaign that favored presidential candidate Donald J. Trump and disparaged presidential
candidate Hillary Clinton.” (ibid) The IRA is estimated to have purchased more than 3,000
adverts on Facebook and the Russian disinformation campaign on Facebook alone were
estimated to have reached around 126 million Americans, which is just over half of the US’
voting population of about 250 million in 2016 (Jopson 2017) (Manjoo 2017) (Borger et al.
2017). Why Russia chose to interfere in favor of Trump over Clinton is less relevant for the
scope of this dissertation, but what is relevant is the demonstration of how digital platforms,
particularly Facebook, became a means by which a foreign power could enact its foreign policy
and interfere in the domestic politics of another state. Or as described by Democratic senator for
Connecticut Richard Blumenthal, a “brazen exploitation and distortion of popular opinion by a
hostile foreign power amounting really to an attack on our democracy,” comparable to an “act of
war” (ibid).
For Facebook, this public realization that Russia had meddled in the US election
through their platform was very damaging. Suddenly Facebook’s messages of “Making the
world more open and connected” and championing free speech were suddenly seen in a new
light, as ideas that might be more detrimental than favorable (Constine 2017). In fact, Facebook
changed its motto to “Bring the world closer together” less than a year after the election, perhaps
thinking that the idea of uniting people may now be more a likeable message than Facebook
being “open and connected” (ibid). Facebook’s shares dropped as a result of the scandal and the
company received heavy critique from the public, with people questioning why Facebook had
not discovered the interference sooner and had not done more to combat it (Jiang 2018) (Frenkel
et al. 2018). The immediate response from Zuckerberg and Sandberg was to deny and deflect.
The Facebook executives argued that Russian disinformation having influenced the election was
a “crazy idea” (Manjoo 2017). Former US president Barrack Obama is reported to have spoken
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with Zuckerberg about the significance of the disinformation on his platform, but was also met
with denial from Zuckerberg, as he was apparently told that while fake news is a problem, fake
news wasn’t widespread on Facebook (Entous et al. 2017).
However, following the release of the information detailing the severity of the
spread of Russia’s disinformation campaign on Facebook, Zuckerberg and Sandberg have
largely changed their tone. After handing over the around 3,000 Facebook advertisements
believed by Facebook to have come from the Russian IRA following an internal investigation
from Facebook, Zuckerberg and Sandberg have shifted from denial to apology and promises of
doing better in the future. In a public interview Sandberg stated that Facebook “owes the
American people an apology for their role in enabling Russian interference during the election.”
(Axios 2017) In a similar vein, Zuckerberg released a video on his own Facebook page, stating
that with regards to potential future interference on Facebook, “we are committed to rising to the
occasion. Our sophistication in handling these threats is growing and improving quickly. We will
continue working with the government to understand the full extent of Russian interference,”
(Wagner 2017) However, following this admission from Facebook, a new wave of accusations
washed over the company of having tried to conceal the interference to protect the company
(Frenkel et al. 2018). Zuckerberg and Sandberg rejected these claims, though admitted that they
had been too slow to notice the interference and react accordingly (Sandberg 2018). While
Facebook can certainly be criticized for their delayed reaction to the Russian campaign and their
initial unwillingness to admit to the public that Facebook had a problem with disinformation, the
admission and apparent willingness to cooperate with the US government may reduce the extent
of influence that disinformation campaigns on Facebook could have in the future.
However, it is unlikely that disinformation campaigns on digital platforms are
already behind us. In fact, Facebook recently reported that it had discovered and removed four
new disinformation campaigns, three of which came from Iran and the fourth from Russia
(Facebook 2019). These campaigns also created ‘fake accounts’ posing as legitimate users and
were aimed at people in North Africa, the US and Latin America, according to Facebook
(Facebook 2019). These attacks and Facebook’s commitment to do its best to protect EU
elections from misinformation are evidence that these disinformation campaigns are far from
over and are also in no way limited to the US (Graham-Harrison 2019). While Facebook is a USbased company, the global nature of the Internet and Facebook’s userbase means that these types
of disinformation campaigns can potentially affect states and elections anywhere in the world.
Worth noting is also that Iran, like a number of other countries (most significantly China), has
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banned Facebook periodically and that Russia is also threatening to do so, ironically seemingly
due to fears of foreign interference in their domestic politics (Kramer 2013).

Data leaks and privacy

While disinformation and election interference can be seen as an affront to
democracy and national security, data collection and data leaks can likewise be seen as an affront
to personal data privacy and security. Though Google and Facebook’s data collection from users
has a number of problematic repercussions, like the commodification of the individual,
disinformation and a number of the other issues that have already been discussed in this
dissertation, the data collection can also be seen as problematic in and of itself. The data that
these companies collect not only becomes a digital signature for individuals, containing
information like age, location, gender and date of birth, but can also include a significant amount
of far more personal information, such as private messages and search and browsing history.
While users have generally consented to the collection of most of this data collection, Google
and the Facebook have a substantial amount of power because of it and likewise a responsibility
to use it for the agreed purposes and to keep it secure. Neither of these responsibilities have been
consistently upheld and as a result data privacy has become the biggest concern for the continued
success of both Facebook and Google.
Of the two companies, Facebook has certainly been in the limelight for its data
privacy failures the most in recent years. Most notable is the Cambridge Analytica scandal,
which allowed Cambridge Analytica access to about 50 million Facebook users’ data, through
Facebook’s system of allowing third-party applications to access Facebook users’ data. The
scandal resulted not only in the public questioning the extent to which this data had influenced
the 2016 US presidential election, but also about what the accessibility of their data could mean
for their own privacy and security. A 2013 study from Cambridge University demonstrated how
the researchers could predict users’ personalities and other sensitive information from Facebook
user data to the extent that the researchers warned that these data and their accessibility could
“pose a threat to an individual’s well-being, freedom, or even life.” (Kosinski et al. 2013)
(Lapowski 2019) However, the Cambridge Analytica scandal is not the only or the last of
Facebook’s data breaches. In 2019 alone Facebook has experienced a number of major data
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leaks, most recently in December of 2019 where the user IDs, names and phone numbers of
about 267 million users were compromised (Matyus 2019) (Muncaster 2019).
Shortly after Facebook’s Cambridge Analytica scandal, Google had a data breach
of their own. In November of 2018 Google informed the public that a bug in its Google+
(Google’s short-lived and relatively unsuccessful social network) API had exposed the personal
information of about 52.5 million users (Newman 2018). The data breach exposed things like a
user’s name, age, email address and occupation, as well as data shared between users in private
(ibid). The data leak, as well as the general lack of popularity of Google+, caused Google to
announce shortly after that it would be shutting down the service in the coming months.
However, this is not the only Google data leak in recent years. Google+ had also been
responsible for another data leak of about 500,000 accounts a few months prior to the much
larger 52.5 million user leak. Much like Facebook’s Cambridge Analytica leak, this leak was
also a case of Google+ providing third-party developers with access to user data. In 2014 Google
experienced another leak of about 5 million users’ usernames passwords that were reported to be
floating around on Russian cybercrime websites (Rhodan 2014). While Google denied that their
own systems had been compromised in this case, a number of users were notified by Google to
change their passwords due to the leak (ibid).
Beyond data leaks, mass data storage can still result in data privacy concerns for
users. This is exemplified recently in Vietnam, a Communist one-party state, where the
government approved a restrictive cybersecurity law in 2018. The law, that in addition to
restricting what it considers to be false information, will also force companies like Google and
Facebook to store all their data on Vietnamese citizens locally in Vietnam and to provide
government authorities with access to user data in cases where the government deems that a law
has been violated. Activists in Vietnam are concerned that this is a move by the Vietnamese
government to further limit the already restricted freedom of speech and privacy that Vietnamese
citizens have (Reed 2018). Opponents of the law have warned technology companies about their
potential role in government censorship and Amnesty International, an international human
rights focused non-governmental organization (NGO), similarly warned technology companies
not to become “state surveillance agents” (Amnesty International 2018). Shortly after the law
was passed, the Vietnamese government accused Facebook of having failed to abide by its new
law, as Facebook had not yet removed content on its platform that the government described as
“slanderous content, anti-government sentiment and libel and defamation of individuals,
organisations and state agencies” (Vietnam News 2019).
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The case above demonstrates how data on platforms like Google and Facebook
represents a concern for user privacy and security. As the Vietnamese government has done,
many government and corporate actors have come to realize the potential that this data
represents for commercial purposes, but also more importantly and distressingly, for government
surveillance and censorship purposes. For this reason and because of the concern raised among
the public by recent cases of data breaches, privacy appears to have become a bigger priority, or
at least a bigger speaking point, for both Google and Facebook. Both companies dedicated a
significant amount of time at their respective annual F8 (Facebook) and I/O (Google)
conferences to talk about privacy. Though this is certainly also about increasing and restoring
confidence in both companies and an attempt to deter regulators, both companies appear to be
implementing a number of solutions, like more widespread data encryption and more short-term
data storage (deleting user data after a given time period) (Constine 2019). While a fear of
regulation and consumer backlash may prompt these companies to make improvements to their
data security, hopefully both companies have also become more cognizant of the power and
responsibility that they hold as the gatekeepers of privacy for billions of people.

Summary: Power in security

The security structure is defined by Strange quite simply as the “power created by
the provision of security by some human beings for others.” (Strange 1988, 49). It is arguably the
most traditional conception of power within IR, which is primarily concerned with the state and
its self-preservation in the international system. Strange specifies her conception of security by
asking questions like: “Who provides security to whom? Against what perceived threat or
threats? What price or terms are exacted for this security?” (ibid) Through these questions one
can begin to narrow down what it means to have power within the security structure and what
this power necessitates and implies. However, Strange also defines security as “the most basic of
human needs”, writing that “If someone kills you, you immediately have no further needs.”
(ibid) In this way Strange also defines security in a quite traditional, ‘violence and death’ sense
of the word. Where the digital is concerned, this is generally not how security is understood.
Particularly where technology companies are concerned, security, or cybersecurity, is more so a
question of security against cyber-attacks and is perhaps more immediately concerned with
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protecting information, or data, than human lives. However, how this data can be used is perhaps
where the larger concerns about the individual or a state’s security are actualized.
Naturally Google and Facebook are not primarily security companies. Their
primary functions are as social networks and search engines, among a variety of other services
that they offer. The “price or terms exacted” for these services are the data that users hand over
to Google and Facebook. However, this is not a simple transaction and the requirements and
limitations placed on Google and Facebook with regards to how they use this data are an
important aspect of this transaction. Part of these requirements are an expectation that this data is
kept secure and that it is dealt with responsibly. Nonetheless, Google and Facebook now own
this data, and while this also confers a responsibility on their end, it also makes them a
gatekeeper that dictates access to this resource. This fact is demonstrated well in the case of the
2018 Vietnamese cybersecurity law that shows an attempt by the Vietnamese government to
wrestle control of Google and Facebook’s (among other technology companies) data for political
purposes and the power that Google and Facebook have in securing this data from the
government and thereby protecting the Vietnamese people from a further loss of their freedom of
speech and privacy.
The role of Facebook and Google in the disinformation campaigns carried out by
state actors like Russia and Iran similarly highlights a responsibility, but also an expression of
power in the capacity of Facebook and Google to secure a state’s elections from any kind of
illegal political interference, foreign or otherwise, on their platforms. By protecting user data
against wrongful use by political actors, Google and Facebook have the power to help preserve
the functioning of the democratic system on which most advanced economies are based upon.
Similarly, the digital platforms of Facebook and Google have become significant societal
institutions that impact the public’s capacity to freely communicate and seek out knowledge. By
protecting their platforms from unlawful political interference Google and Facebook also ensure
that their users’ capacity to speak and to learn is not compromised. The banning of digital
platforms in non-democratic regimes, like China, is a demonstration of the threat that these
regimes perceive these platforms to be, due to their ability to enable a population’s access to
uncensored speech and knowledge. Facebook and Google’s capacity to enable these important
societal functions and at times to secure them against unlawful manipulation is an expression of
their power within the security structure.
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Finance
The following section will explore Facebook and Google’s power within the
finance structure. The financial structure is the location of economic power and relates to an
actor’s capacity to control credit, meaning an ability to control the spending of money, to
influence markets for production and to control the management of currency. This section will
primarily examine Google and Facebook’s capital accumulation and what influence their
economic power enables them to exert over markets and political actors. The first sub-section
will discuss Google and Facebook’s massive market capitalization figure and the influence that
this grants them, more specifically in their capacity to dominate the technology industry and to
impact regulators through means such as foreign investment or political lobbying. The second
sub-section will explore Google and Facebook’s relationship with existing taxation regulations
and why their digital nature grants them certain privileges. The last sub-section will examine
Facebook and Google’s position of power more broadly within Strange’s finance structure.

Market dominance

One area where the power of Google and Facebook largely resembles corporations
deemed to be powerful in the past is their wealth. While the largest and wealthiest corporations
of much of the 20th century were primarily within traditional industries like oil and gas or
finance, the latter years of the 20th century and the 21st century have seen these corporations
overtaken by corporations within one industry in particular, technology. Today, the six
wealthiest corporations, when measured by market capitalization, are all technology companies,
with Google and Facebook placing as numbers four and five on that list (Dogs of the Dow 2020).
As of February 2020, Google (or parent company Alphabet) has a market capitalization of
US$1.04 trillion and Facebook a market capitalization of US$610 billion. When compared to the
GDP of nation states, Google compares most closely to the 16th largest economy in the world,
Indonesia, with a population of approximately 270 million, while Facebook compares most
closely to that Poland, the 21st largest economy in the world, with a population of about 38
million (Silver 2019) (UN Data). In terms of pure economic size, Google and Facebook can
thereby be directly compared with the largest national economies in the world.
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The concept of economic power and corporate ‘bigness’ is generally associated
with Louis Brandeis, an American lawyer who lived in the mid 19th to the mid 20th century US,
who discussed rising industrial concentration around the turn of the 20th century (Ayal 2013,
222-223). Brandeis wrote about his concerns surrounding large corporations and their capacity to
exert power over politicians as well as smaller firms, as they could coerce both, through their
control of or influence over access to jobs and the media, as well as their dominance of the
marketplace (ibid). These concerns were certainly justified, and the issue of corporate bigness
and economic power is no less relevant today than it was at the start of the 20 th century.
Particularly the technology industry today is often said to be plagued by monopolistic or
oligopolistic corporations that harm competition and stifle innovation (Rogoff 2019) (Bourne
2019). Google certainly has a near monopolistic market share of the search engine market and
Facebook likewise for the social media platform market, particularly since its acquisition of both
Instagram and WhatsApp. This dominance and the wealth of both companies manifests a kind of
economic power that has the capacity to influence both the market and the political system.
Traditional economics can in large part explain the market dominance of tech
companies like Google and Facebook. In particular the concept of economies of scale is useful
for understanding the continued dominance of tech giants. This is reflected both in the relatively
low unit costs of digital products, as their reproduction is comparatively easy and non-costly
when compared to non-digital products (Moore and Tambini 2018, 24). For Facebook or Google,
the cost and difficulty of reproducing a webpage that is largely identical for every user, with the
exception of user-specific data, is rather low. This means that once a specific application or tool
has been developed, the costs of reproducing this tool or application for billions of users is very
low. The significance of economies of scale with regards to dominant technology companies is
also reflected in their infrastructure. The upfront costs of purchasing or developing the storage
capacities, in the form of datacenters and other storage capabilities, is incredibly high. This
creates a high barrier of entry for potential competitors as the storage capacity needed to compete
with a Facebook or Google is going to be incredibly high. Likewise, it also makes it significantly
easier for Facebook or Google to enter into other markets that require significant storage
capacity. For Google, this is exemplified in its move beyond its core business of search into
other areas where it is able to utilize its infrastructure, such as cloud storage, machine learning
and data analytics (ibid, 28).
Price competition is another concept that is useful for understanding the dominance
of Facebook and Google. Companies generally have a number of areas where they can compete
with other companies in the same industry, one of which is price. By lowering the price of their
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product below that of a competitor’s product, they can get consumers to switch to their product.
This is difficult for competitors to Facebook and Google, as their core products are free. While
Facebook and Google may not be truly free in that the data they collect on their users can be seen
as a cost, in a monetary sense they are and therefore cannot be undercut by potential competitors.
Data is unsurprisingly another explanatory factor in their dominance. Consumer theory,
behavioral economics, consumer behavioral analysis and other variations of this term is a branch
of economics that deals with understanding the consumption behavior of an individual (Foxall
2017). Facebook and Google’s access to user data and through it an understanding of the
consumption behavior and interests of their users is most likely the most significant reasoning
for the dominance of Google and Facebook in the digital advertising market. This access to
massive amounts of user data is an advantage that Google and Facebook share with almost no
other companies and is therefore a competitive advantage that is largely insurmountable for
potential competitors.
These factors, among others, have led Google and Facebook to remain incredibly
dominant and establish a high degree of economic power in the last two decades. This
dominance has led many regulators to push for greater regulation of these tech giants, which they
consider to be monopolistic and market distorting. Democratic presidential candidate Elizabeth
Warren has been particularly vocal in recent years about the need to rethink antitrust policy
where these tech companies are concerned (Rogoff 2019). However, part of the issue in
regulating the monopoly power of these companies is the difficulty in defining these companies
and relating them to traditional conceptions of monopolism. For starters, what markets are
Google and Facebook even monopolizing? The social media and search engine markets, the
digital advertising markets or both? While Facebook and Google dominate social media and
search, almost all of their revenue is derived through advertising. Much like with the earlier
question of news media platforms, these technology companies can be difficult to pin down in
relation to their respective markets. Likewise, much of traditional antitrust legislation is based on
monopoly firms pressuring consumers on price due to their lack of competition. However, when
Facebook and Google don’t directly charge their users, it’s hard to argue that they are using their
monopoly power to cause consumer harm through their pricing. As described by Lina Khan, this
is a shortcoming of current antitrust legislation and its tendency to focus on the current state of
the market and consumer welfare, as opposed to the effects of anticompetitive behavior, as
displayed by Google, Facebook and other tech giants, on the future market and consumers (Khan
2018). However, this is also an element of the economic power of Google and Facebook, who
have abused their unobstructed monopoly status to suppress any potential competition. As
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mentioned earlier, these companies have been involved in a number of antitrust cases, and in the
case of Google, also fined a number of times for anticompetitive behavior. Likewise, these
companies have used their substantial wealth to acquire a number of potential competitors, as
was the case with Facebook’s acquisitions of Instagram and WhatsApp, as well as with Google’s
acquisition of Doubleclick and AdMob (Wu and Thompson 2019).
However, this economic power does not only manifest itself through the dominance in
their respective markets, but also in their capacity to exert influence on political actors. Capture
theory examines the conditions under which regulators act in the benefit of firms, rather than in
the benefit of the state and its citizens that they are intended to protect from the predatory
behavior of firms (Ayal, 224-225). This regulatory capture can happen in a number of ways,
such as the revolving door phenomenon discussed earlier in this dissertation, where regulators
may be likely to foresee future business or employment with a company and therefore act in
favor of the company. As seen particularly with Google, there have been a substantial number of
former government officials that have since been employed by Google, which inherently raises
questions about the potential for regulatory capture that these former government officials may
have been subject to. While the extent to which regulatory capture may or may not have come
into play in these cases can be a difficult matter to demonstrate, the economic power of Google
and their history of employing former government officials does nonetheless demonstrate a
capacity for influence.
Another way by which companies can exert influence on political actors is through the
more traditional means of political lobbying. Political lobbying is quite simply the attempts of an
individual or a private interest group to impact the decision-making of government
(Encyclopedia Britannica). As explained by a report on transparency and integrity in lobbying by
the Organization for Economic Cooperation and Development (OECD), political lobbying can
be a means to promote democratic participation and facilitating stakeholder access to policy
development, but can also become a way for these stakeholders to gain undue influence and
achieve regulatory capture (Bertok 2008). When powerful corporations are involved, there is
certainly the potential for the more damaging side of political lobbying to come into play.
Google and Facebook certainly fall into the category of powerful corporations and are both very
active lobbyists in both the US and the EU. In the US, Google was the single largest corporate
spender on political lobbying in 2018, with a spend of about US$21.2 million, while Facebook
sat not far behind at US$12.6 million (Molla 2019). In the EU, the spending on political lobbying
from these tech giants is similarly substantial, particularly from Google. In 2019, Google spent
about €8 million in Brussels and is second in spending only to BusinessEurope, a federation of
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national businesses and industry associations in Europe comprising 35 different countries
(Cavallone 2020) (Glynn et al. 2017). In both the US and the EU, the spending of tech giants on
political lobbying has increased substantially in recent years, in the case of Google from only
about €600,000 in 2011 to the millions of euros it spends today in Europe and from about US$14
million in 2013 to over US$21 million in 2018 in Washington (Molla 2019). This is not
surprising as scandals and rising scrutiny of these technology companies is leading to a higher
demand for their regulation, which results in growing intervention from these technology
companies, in the form of lobbying, to mitigate regulatory attempts. While it is difficult to
correlate the effects of the tech giants’ political lobbying in both the EU and US with the speed
of regulatory action, it undoubtedly has an effect and is a clear demonstration of the economic
power that tech giants like Google and Facebook possess.

The Google tax

Corporate taxation, the concept of a jurisdiction taxing the income or capital of a
corporation, is a common practice in most states (Kagan 2019). The majority of states dictate the
amount that they tax corporations, which can vary from anywhere between the 35 percent paid in
the US, to 25 percent in the Netherlands and 12.5 percent in Ireland. There are even countries
like Bermuda and the Cayman Islands with no corporate income tax at all, often referred to as
tax shelters or tax havens (Yang and Ouyang 2017, 144). This means that corporations based in
Ireland pay far less income tax than those based in the US and that corporations are therefore
incentivized to shift their business to states with a lower income tax rate. This is generally known
as tax avoidance and is, unlike tax evasion, generally not illegal. Though not explicitly illegal, it
is a practice that exists within both a legal and moral gray zone and which is frowned upon by
many states that have lost tax revenue as a result of this practice. Nonetheless, in a globalized
economy there will always undoubtedly be corporations that attempt to take advantage of this
gray zone, at least without the existence of any global tax policy framework, of which none is
currently in place. Also, while states are understandably irked by these tax avoidance practices,
they have so far done little to curb them. In fact, as illustrated in Figure 3, many European states
have continued to lower their corporate tax rates below that of neighboring states to attract
corporations to their economy over the last several decades, which has led to a continuous
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decrease in overall corporate tax rates as they continued to out-do one another. This is what has
come to be known as the ‘race to the bottom’ (Ocampo 2019).
TNCs have always had an advantage over non-TNCs with regards to tax avoidance. The
ability of TNCs to shift their production or their transactions between states more easily than
non-TNCs due to their transnational business enable them to take advantage of these inter-state
differences in tax regimes. This is even more so the case with technology based TNCs like
Google and Facebook, as their product is entirely digital. This enables Google and Facebook to
have a strong digital presence in a country, meaning that their services are used and that they sell
digital advertisements in that country, without the need to have a strong physical presence, in the
form of employees, offices and infrastructure, like data storage facilities. Instead, these
companies can pay the majority of their taxes through an affiliate or subsidiary based in a
country with far lower corporate income taxes. A study done at Berkeley University compared
the likelihood of technology companies using tax havens to that of non-technology companies
and found that technology companies were indeed more likely to practice offshore tax avoidance
than their non-technology counterparts (Berkeley Economic Review 2019). As a result, Google
and Facebook, among other technology companies, have paid little to no taxes in the majority of
countries in which they operate and generate business and income in. The European Commission
estimates that while traditional businesses pay an average tax of 23 percent on their profits
within the EU, Internet-based companies like Google and Facebook only pay an average of 8 to
9 percent, which is less than half of the EU’s 22.5 percent average corporate income tax rate
(BBC 2019).
Google has been particularly scrutinized for its tax avoidance practices, which have led
many to dub all anti-tax avoidance legislation as a ‘Google tax’. Google’s less tangible assets has
enabled it to pay these minimal taxes through a complicated corporate tax structure. An article in
The Guardian describes how Google used a Dutch shell company (a company created to manage
the funds and financial transaction of another company) to shift its revenue to Google Ireland
Holdings, an affiliate located in Bermuda, where corporations do not pay income tax (Partington
2019) (Dixon 2018). As far back as 2009, an article in the British newspaper The Sunday Times
highlighted that in 2007, of Google’s UK revenue of £1.25 billion, Google only paid about
£600,000 in income taxes, equating to about 0.048 percent of its revenue (Watts 2009) (Moore
and Tambini 2018, 23-24). Google has treated its UK advertising revenue as US-based revenue
since 2005, and therefore argued that it was not required to pay income tax in the UK. The UK
argued that while Google’s technology may be US-based, Google’s search engine services were
used in the UK and its advertising revenue was generated in the UK. In 2016, after substantial
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investigation from the UK tax authorities, Google reached an agreement with the British
government to retroactively pay its taxes from between 2005 and 2015, a total sum of about £130
million. A number of other European countries have made similar investigations of their own
and several have demanded similar retroactive payments (Thompson 2016).
Facebook has been criticized of similar practices. An article in The Guardian reported
that of Facebook’s £1.6 billion revenue in the UK in 2018, it only paid about £29 million in
income taxes, which equates to about 1.8 percent (The Guardian 2019). The US tax authority, the
Internal Revenue Service (IRS), has also found Facebook to be guilty of paying insufficient
income taxes. It began an investigation of Facebook in 2011 for the years 2008 to 2010 and in
2016 it issued Facebook with a “Statutory Notice of Deficiency” (a notice of a tax deficiency) as
it found Facebook to owe upwards of US$3 to US$5 billion in additional taxes, an estimate that
was later revised to US$9 billion (Kiel 2020). However, Facebook has appealed this notice and
has been locked in an ongoing battle with the IRS over this issue since. The IRS documents
show that Facebook’s Sheryl Sandberg stated in an email that Facebook needed to move its
international headquarters to Dublin, Ireland to demonstrate enough of a presence there “to
justify the tax benefits” (ibid). A Facebook finance executive added that Facebook also needed to
transfer its intellectual property there, meaning servers with “the key source code and user data”.
While Sandberg later made a public statement about the “talent pool in Dublin”, she had sent an
email the previous day stating that the move was the “same decision process Google went
through a long time ago,” (ibid). These internal conversations at Facebook highlight not only the
already abundantly clear reality that TNCs actively practice tax avoidance, but also the ease with
which they are able to do so. The fact that they simply need to transfer data to a small office in
Dublin with “maybe 10 people” to pay a fraction of the income tax that they otherwise would is
quite clearly a loophole that needs fixing (ibid).
However, this reality appears unlikely to change in the recent future. Facebook’s
chances in Tax Court against an underfunded IRS are estimated to be rather good (ibid). Without
any real concerns for repercussions, digital TNCs like Facebook and Google have little reason to
stop these tax avoidance practices, as it is netting them billions of additional dollars. And as
states continue to compete for these companies’ business by lowering their corporate tax rates,
these companies only stand to gain further by continuing to shift their tax structures around as
they see fit. The OECD estimates that about US$100 to US$240 billions of corporate income tax
revenues are lost annually among OECD countries due to tax avoidance practices. The OECD’s
Base Erosion and Profit Shifting (BEPS) initiative aims to circumvent these loopholes and avoid
these tax revenue losses by implementing a set of rules dictating how these TNCs should pay
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their income taxes. However, the plan has been described as weak and as likely to fail to “deliver
meaningful progress against corporate tax abuse” by the Tax Justice Network, an organization
focused on international finance and tax regulation (Partington 2019). Without a global scale tax
policy, this issue remains difficult to solve.

Summary: Power in the finance structure

The essence of Strange’s conception of power within the finance structure is the
control and provision of credit. Strange uses the term credit to express the idea that power lies in
an actor’s ability to control purchasing power and thereby influence markets (Strange 1988, 99).
While the power to actually create credit, in the form of currency, lies only with governments
and central banks, May explains that an actor can still possess power within the financial
structure through their ability to “control the provision of the credit created and command such
credit as it needs,” (1996, 181). In this sense a corporate actor does not have the power to create
credit, but can have power through their ability to manipulate credit to impact the market.
Strange argues that power in the finance structure has shifted away from the state as the capacity
of the state to manipulate credit has decreased in favor of corporate actors (Strange 1986, 99).
This is increasingly the case as the global economy becomes further developed, as states have
progressively less control over the exchange of credit and powerful corporate actors largely
dictate the flow of credit.
The capacity of a corporate actor to control credit and dictate the development of
markets is demonstrated well by both Google and Facebook. The sheer economic power that
Google and Facebook possess due to their substantial wealth enables them to influence both the
markets in which they operate, as well as the political system and the political actors that they
contend with. Facebook and Google’s acquisitions of potential competitors and their use of their
dominance to exert undue influence on the market is in part why these companies exist as
monopolies today. However, this power also stems from conceptions of monopolism and
markets that may be outdated and therefore do not capture the extent to which companies like
Google and Facebook are able to not only control the market at the moment, but also the impact
that their dominance is likely to have on the market in future. Their control of credit is also
highlighted in their capacity to subvert tax authorities through the tax avoidance practices that
the globalized economy and the transnational and digital nature of these companies enables them
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to. Corporate income tax is a standard component of the relationship between the state and the
market and the tendency among TNCs, particularly technology specific TNCs like Google and
Facebook, to avoid paying income taxes shows a further degree of the shift in power away from
the state and towards corporations.
However, Strange’s structure also relates to finance in a way that does not pertain
directly to corporations. While companies like Google and Facebook have an ability to control
credit in the sense that they have substantial purchasing power and can manipulate the market as
a result of this, Strange’s conception of power within the finance structures relates more closely
to the power over the control of the creation of currency, which is the foundation of modern
developed economies and allows for transactions between actors. This power is controlled solely
by the state. Currencies and their value on the international market is also determined in part by
the state, but also the market. The policies of governments and the strength of the markets, or the
broader national economy, determine the strength of the currency and therefore its value relative
to that of other currencies. The power of the US is apparent in this conception of the financial
structure, as the “issuer of the world’s preferred medium of international exchange” the US has a
direct power over the global economy through its ability to control the creation and value of the
currency that the global economy is quite reliant on (May 1996, 181). This element of Strange’s
financial structure means that while Google and Facebook certainly have some degree of power
within the structure, there are also aspects of the structure where the power lies almost solely
with the state.
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Europe’s Tech Regulation

Having completed the central analysis of this dissertation, the different structures
of Google and Facebook’s power have now been laid out. The purpose of this section will be to
examine how regulators in Europe have perceived this power and how they are attempting to rein
it in through regulatory means. Unfortunately, this section will not be able to go into detail about
all European regulatory initiatives due to constraints on the length of this dissertation, however it
will provide a broad overview of the different areas which Europe has identified as problematic
and therefore set out to regulate.
Google and Facebook, like most of the other tech giants, are based in the US.
Despite their rampant growth and their rather apparent movement in the direction of market
dominance for many years, the US government has done very little to attempt to regulate these
powerful technology companies. While it is not uncommon for regulators to fail to keep up with
the speed of technological development, the lack of any real steps towards the regulation of tech
giants in the US is indicative of a more deliberate attitude in Washington of an unwillingness to
intervene, even when these companies begin to infringe on the rights of their citizens. The US
government has chosen to keep the burden of protection on the consumers themselves, while the
options of consumers to seek out alternatives to these tech giants becomes increasingly difficult
as their monopoly status continues to be consolidated (Wheeler 2019). The tech giants have
certainly done their own part to ensure this fact. As previously discussed, both Google and
Facebook are very active in Washington and spend millions of dollars on political lobbying to
help guide US regulators in their desired direction. Nonetheless, the US government has failed to
make any meaningful impact with regards to the regulation of their technology industry giants
and as a result has lost its opportunity to lead the way on this issue.
Fortunately for European citizens, Europe’s policymakers have been far more
proactive on this issue. Record fines and regulatory initiatives, particularly through the EU, are a
clear indicator of this and as a result Europe has unarguably taken the leading role in defining the
boundaries for these companies (Scott 2019). This aggressive attitude from European regulators
appears to be well founded, as a 2019 report from Spain’s IE university that examined
Europeans’ attitudes towards technology and its governance found. According to the study, 67
percent of Europeans believe that the governance of new technologies, along with climate
change, is the biggest challenge that the EU is currently facing (Rubio and Lastra-Anadon 2019).
However, Europe’s attitude towards the governance of these companies has also been met with
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significant resistance from the companies themselves. A series of correspondences between
Facebook and the European Commission from 2015 to 2018 were recently publicized and could
largely be condensed to one central message from Facebook: “The industry does not need a
regulatory push to improve” (Scott 2019). The EU disagrees and its attitude towards Facebook
and other tech giants was well articulated by Damir Filipovic, director at the consultancy firm
Europa Insights, who said “You cannot come to Brussels with a Washington story about not
wanting regulation for the tech sector.” (ibid). Consequently, Europe has undertaken a number of
actions to demonstrate that US tech giants are not outside the bounds of regulation and
punishment.
One of clearest illustrations of the European attitude towards Google, Facebook
and the other US tech giants with regards to their dominance has been the number of anti-trust
cases the EU has launched against these companies. In particular Google has been a target of the
EU’s Commissioner for Competition, Margrethe Vestager, having been involved in several antitrust cases. The European Commission issued Google its first anti-trust fine of €2.42 billion in
2017 on the basis that Google had “systematically manipulated its search page to promote its
own Google Shopping service and push smaller rivals down its search rankings.” (Hirst 2017) A
year later, the Commissioner announced a record-setting anti-trust fine of €4.3 billion against
Google, this time for requiring phone producers to pre-install Google search and their browser if
these companies wanted access to Google’s Android mobile operating system (Scott et al. 2018).
Again in 2019, Google was fined €1.49 billion for unfairly favoring its own online advertising
services over those of its rivals (Scott 2019). Regarding the most recent case and Google’s
generally anti-competitive behavior, Commissioner Vestager said the following: “Google has
cemented its dominance in online search adverts and shielded itself from competitive pressure,”
adding that “This is illegal under EU antitrust rules.” (ibid). The European Commission has since
stated that it is also investigating Google’s collection of data and how this data is used and
monetized by Google (Chee 2019).
Facebook has also recently come under investigation from the European
Commission. In 2019 the European Commission began an investigation of potential anticompetitive behavior from Facebook as Commissioner Vestager has stated that a series of leaked
Facebook emails that included a threat to cut off their potential rivals from access to otherwiseaccessible Facebook data (White 2019). Another investigation has been undertaken by the
European Commission even more recently regarding Facebook’s alleged use of its Onavo VPN,
a company that Facebook purchased in 2013, to acquire data that it has been using to attack its
rivals (Lomas 2020). The VPN enables Facebook to see which rival applications their users are
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also using, which allows Facebook to either purchase or pressure them. These anti-competitive
practices by both Google and Facebook are clearly problematic and the EU’s decision to
challenge and punish this behavior is certainly reasonable. The problem with these anti-trust
cases is that even the record-setting €4.3 billion fines that Google, and perhaps soon also
Facebook, are being served are unlikely to change their behavior. While €4.3 billion is certainly
a substantial fine, for a company like Google that as of 2018 had US$103 billion in cash and
securities and a profit the previous year of almost US$13 billion, €4.3 billion is relatively
insignificant by comparison (NY Times 2018) (Alphabet 2018). The economic incentives for
Google and Facebook to continue these practices and remain dominant in both the digital
advertising and the other markets they inhabit are far higher than any of these fines can compete
with.
One of the earliest and most well-known of the EU’s regulatory initiatives is the
General Data Protection Regulation (GDPR). The regulation was adopted in April of 2016 and
became enforceable as of May in 2018. The aim of the GDPR is to protect European citizens by
imposing obligations on any organization processing data on European citizens to ensure the
privacy of that data. The regulation introduces a number of new features, such as a requirement
that companies notify people when their personal data is breached, a prohibition on making
personal data public by default, a right to the erasure of personal data and potential company
fines of upwards of 4 percent of a company’s global revenue for violations (Zuboff 2019, 481).
These new tools certainly appear to be a positive step towards ensuring data privacy for
European citizens. However, to what extent GDPR will actually make a difference for protecting
data privacy and for changing the practices of tech giants like Google and Facebook remains to
be seen. The EU Data Protection Commission published its 2019 annual report very recently
(February 20th, 2020) detailing the work for the first full year since GDPR was introduced and
while the report highlights the sizeable number of total complaints received in 2019, the report
has no cases of enforcement against the tech giants to show (Dixon et al. 2020) (Lomas 2020).
In fact, there is a good chance that GDPR may actually help the tech giants more than it
hurts them. GDPR is a massive regulation and becoming GDPR compliant will therefore require
substantial resources for most companies. Resources is something that both Google and
Facebook have plenty of, so they were able to become GDPR compliant far more easily than the
majority of their competitors, which gives them a substantial competitive advantage. Likewise,
while the sizeable GDPR fines that companies can face due to a violation of the regulation will
be very detrimental to many small to medium sized companies, both Google and Facebook are
generally able to shrug off most fines, as seen with the EU’s anti-trust fines. Again, this means
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that while the GDPR puts substantial pressure on the majority of smaller data companies, Google
and Facebook are far more able to overcome the expenses and other challenges that the
regulation places on data companies. These concerns also appear to be well founded. In the first
three months after GDPR was introduced, Google’s market share in the digital advertising
market rose by 0.93 percent, most of which was gained from the smallest digital advertising
companies in the industry (Moazed 2019). While GDPR may still prove to be capable of
reducing the number of cases of data privacy violations at the hands of the tech giants and
generally reining in their anti-privacy practices, this remains to be seen.
Another area where the EU is attempting to create meaningful legislation is
taxation. As discussed earlier in this dissertation, taxing digital companies like Google and
Facebook is inherently challenging for two major reasons: 1) their lack of physical presence in
most countries, and 2) the intangible assets that these companies operate with bring into question
where value is created (Iacob and Simonelli 2019). As a result, the EU put forward two tax
proposals in March of 2018, an interim digital service tax (DST) of three percent on specific
digital services for companies operating at above €750 million annual global revenue and EU
taxable revenues of €50 million, and a reformation of corporate tax rules so taxation is also
possible through a significant digital presence, not just a physical presence (ibid). While the
proposals failed to secure consensus within the Council, a number of states have started
introducing very similar legislation unilaterally, as both France and Italy have done with a three
percent DST. The high minimum requirement for global revenue ensures that the tax only affects
large technology companies like Google and Facebook. In France it is expected to only target
about 30 companies, mostly from the US, but is still predicted to raise about €500 million in
taxes for France (Schulze 2019). To what extent this model will spread to the rest of Europe
remains to be seen and this will likely be an important factor for its success.
Most recently, the European Commission released a new white paper on its new
approach to AI. The paper has the aim of promoting the “development and deployment of AI”,
“the EU’s technological leadership” and the protection of users (European Commission 2020).
The purpose of this paper is therefore in part to stress the importance and promotion of Europe’s
participation in the development of AI, but also a European focus on ensuring that AI is
developed and deployed in a manner that respects human rights and promotes its responsible use.
The Commission’s desire to create ethical AI is certainly important, but the promotion of
Europe’s development of AI is perhaps equally important. Europe is currently quite far behind
both the US and China with regards to AI, attracting only 11 percent of global venture capital
and corporate funding for its AI companies in 2016, compared to the 50 percent that went to the
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US and the rest that went to Asia (mostly China) (Bughin et al. 2019). Without a stronger AI
development in Europe, European AI regulation will be largely meaningless. Instead, Europeans
will most likely be subject to AI products and services developed in the US or China that will not
have been created under these regulatory frameworks that ensure an ethically focused AI.
Europe is in a strange position with regards to its leadership within technology and
its governance. Europe is largely on par with the US with regards to technological development
(with the exception of AI), but has no dominant digital platforms, accounting for less than four
percent of market capitalization for the world’s 70 largest platforms (The Economist 2020).
However, the EU has a population of 500 million and therefore a massive market that no
American or Chinese tech giant can ignore, contributing about a quarter of both Google and
Facebook’s revenue (ibid). Europe is also with a doubt the frontrunner with regards to regulating
technology. GDPR is the strongest example of that and comparable legislation has now been
passed in over 120 states, which means that European legislation can have a substantial influence
outside Europe as well (ibid). Nonetheless, Europe has to be wary of limiting its own capacity to
create sizeable digital platforms, particularly as its legislative initiatives have so far done very
little to loosen the iron grip of Google, Facebook or any of the other tech giants.
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Reflections – A Strange Theory
Susan Strange’s theory of structural power has been critiqued since it was
published by a number of academics within the field of IPE for being too descriptive and lacking
in analytical content (Germain 2016). Nonetheless, Strange’s theory remains one of IPE’s most
effective frameworks for understanding complex power dynamics in the global economy. This is
in large part why it was chosen as the analytical framework for this dissertation. This section will
be to reflect on Strange’s theory of structural power and its influence on this dissertation, its
strengths and weaknesses. It will also discuss what other conceptualizations of power and
theories may have been useful to understand the dynamics of Google and Facebook’s social,
economic and political power.
Strange’s theory differentiates itself from most conceptions of power in two major
ways. Firstly, it does not examine power in a relational sense, which is a relatively binary
concept of power where A is greater than B and B is greater than C. Instead, Strange’s theory
looks at power in a more dynamic and complex fashion, it “confers the power to decide how
things shall be done, the power to shape frameworks” and therefore dictates not just who has
power, but also the power to set the agenda and determine the choices available to other actors
(Strange 1988, 27). Secondly, her theory does not look at power as a singular, non-divisible
concept, but rather as something composed of four different, but related and sometimes
overlapping, structures. This makes her theory useful for examining why an actor may be
powerful and what the power that an actor has is, as that power can be broken down into
distinguishable systems that can be explored individually. It is difficult to compare the power of
two different types of actors, say a firm and a state, without being able to break down the power
into smaller, more specific structures that can be compared more directly. This is primarily why
this theory was chosen as an analytical framework for this dissertation, as it allows for a detailed
and more comprehensive analysis of Google and Facebook’s social, economic and political
power.
Perhaps the greatest strength of this theoretical framework is its separation of the
four structures of power: security, production, finance and knowledge. This breakdown enables a
more specific analysis of the forms of power held by Google and Facebook and an ability to
categorize and to describe their power, for example that their power lies more within one or two
of the structures than the others. Secondly, this framework allows for an analysis of Google and
Facebook’s power that goes beyond a simplistic, resource-based examination, looking purely at
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more quantifiable factors, such as their number of employees and the companies’ market value.
The tradition of looking purely at resources to determine power harkens back to more traditional
IR, particularly the realist school, and is a severely limited approach. By looking beyond
resources and other quantifiable factors, this analysis can look at far more complex and
intangible evidence for power, such as behavioral effects or relationships with state actors. A
third strength of this theory is that it allows for a power analysis that looks beyond the state. IR
has traditionally dealt primarily with the state as the primary unit of analysis and the
establishment of IPE and in large part also Strange have led to a capacity to think beyond the
state and even beyond the ‘state versus market’ dichotomy that also characterized the field.
Strange became acutely aware of the growing significance of the TNC within the global
economy and her theory therefore also reflects a conception of power that incorporates non-state
actors, such that their role within the international system can also be examined (Babic et al.
2017, 20-21).
However, the theory also has its limitations, and this has an effect on the analysis
and therefore the subsequent understanding of an actor’s power. While they are also the primary
strength of this theory, the different structures, which are so central to this theory, are arguably
also where its largest weaknesses lie. The first of these is perhaps the extent to which the
structures, or at least how they are interpreted or defined, are also susceptible to aging or being a
victim of the time in which they were written. The security structure is perhaps the clearest
example of this. Having written States and Markets in the late 1980s, Strange’s capacity to
predict the significance of the digital component of security, or cybersecurity, was of course
limited. Instead security is largely defined in a more traditional sense of physical violence and
death, which while still significant today, is also only a part of the security landscape. A second,
and arguably more important weakness of the structures, is the extent to which they might limit
one’s perspective on power and where it can be found. While Strange’s primary four structures
are in some ways broad in scope, perhaps particularly her knowledge structure, and though she
also includes a number of secondary structures that were not included in this project (transport,
trade, energy and welfare), the structures still create highly defined margins within which the
scope is limited. If an actor is able to exert influence in a way that falls outside Strange’s
structures, does Strange’s framework simply disregard this influence as a form of power?
For this reason, it may be useful to reflect on other approaches to understanding
power that could be useful for broadening the horizons of power theorizing. One such approach
might be to use the theories of Antonio Gramsci and neo-Gramscian writers like Stephen Gill.
Commodification and the power of the ruling elite is the central focus of Gramscian writers and
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the concept of hegemony (an idea stemming from Marxism about how the ruled unknowingly
consent to their subordination by the rulers) would be particularly useful to explore how
Facebook and Google commodify their users unbeknownst to them and have the capacity to
shape their views (Kreps 2011). In this way the power of Google and Facebook can be
understood as an extension of capitalist ideology and viewed through the neoliberal lens of
growing corporate power in the face of the faltering state, thereby engaging in a more traditional
‘state versus market’ or ‘state versus corporation’ conceptualization of power dynamics.
However, this approach naturally also imbues Facebook and Google with a very specific form of
power and would therefore be less useful for developing a broader understanding of Google and
Facebook’s power. Another approach to theorizing Google and Facebook’s power would be a
constructivist examination. Constructivism is a social theory that examines how social identities,
norms and other collectively shared ideas shape dynamics in the world. In this sense, we can see
ideas and beliefs as the source of power. With regards to Google and Facebook, constructivism
could be used to explore how Google and Facebook help shape ideas (much in the way Strange’s
knowledge structure does), but also the idea that Google and Facebook have power only because
it is a commonly held belief that they do, which therefore gives them a capacity to influence the
actions of states and legislators. While there may indeed be truth to the idea of the empowerment
of Google and Facebook through the current zeitgeist around the power of tech giants, again this
theory is largely concerned with a specific conception or element of power and like Gramscian
theory therefore could not stand alone as a framework for understanding the broader power of
Google and Facebook.
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Conclusion

The aim of this dissertation has been to explore the different dimensions of social,
economic and political power that Google and Facebook possess. This study is situated within
the academic field of IPE, as it has established meaningful literature to understand power
dynamics within the global economy and the power of corporations in the international system.
The aim is to use the existing literature on the power of the TNC and build it on by exploring the
power of technology companies in particular, which this dissertation regards as different from
the traditional TNC. Google and Facebook were therefore chosen as a case study, as an attempt
to understand the power of dominant technology companies, specifically those with a business
model based on the collection of user data. The analytical framework applied for this dissertation
is built around Susan Strange’s theory of structural power, laid out in her 1988 book States and
Markets, which is used as a means of breaking down and more closely characterizing the power
held by Google and Facebook. The analysis of this dissertation was therefore divided into four
main sections based on the four primary structures of power specified by Strange: security,
production, finance and knowledge. Following the analysis, a brief summary of existing
European regulatory policy on issues pertaining to technology companies was laid out. Lastly,
the influence of the analytical framework and theory applied was considered.
As established in this dissertation, the underlying factor for virtually all of the
power that Google and Facebook have is data. The collection of their users’ data gives these tech
companies a knowledge about their userbase, which for both companies numbers in the billions
of people, that grants them an inherent power that is utilized and inadvertently demonstrated in a
number of different ways, most apparently in their dominance of the digital advertising market.
The analysis also demonstrates that Google and Facebook possess some of the same forms of
economic power that more traditional TNCs have with regards to their sheer wealth and the
market dominance and political influence that this wealth affords them, as well as their capacity
to avoid most corporate income taxes like most other TNCs, albeit to an even greater extent due
to their digital nature. The economic power of these companies can also be identified through
their influence on technological development. The development of AI is in particular an area that
only a few select actors, Google and Facebook among them, have the resources (largely in the
form of computing power and data) and knowledge to influence in a substantial way. This and
other future technologies are likely going to have a substantial effect on every aspect of modern
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society and Google and Facebook are therefore in a unique position that grants them substantial
power.
Google and Facebook also possess significant social and political power in a number of
ways that most other TNCs do not. Perhaps the most significant manifestation of their social and
political power is the capacity of these platforms to exert influence on political elections. The
habits of individuals with regards to their consumption of news and general intake of information
has become so closely linked with their use of digital platforms that these companies have come
to have substantial influence over what their users learn and believe, which is particularly
relevant where elections are concerned as both platforms have been shown to be able to interpret
and influence the behavior of voters. An important note here is that it is not necessarily Google
and Facebook themselves that actively dictate the information found on their platforms and their
power as a platform can therefore also be regarded as somewhat unintentional and perhaps
outside these companies’ control. This issue of election influence has also proven to be a security
issue, as digital platforms have been shown to have been used as sources of disinformation and
thereby a means for foreign state actors to interfere in other state’s domestic elections. In this
sense the issue of election influence does not simply demonstrate Google and Facebook’s power
to exert influence, but also their power to prevent influence, or interference, and thereby help to
protect the integrity of democratic elections. Likewise, their data collection also gives these
companies a social responsibility, and arguably also power, to protect the data of their users from
being misused or from falling into the wrong hands, as has been seen in cases like the Cambridge
Analytica scandal and numerous other data breaches.
The current zeitgeist surrounding the power of tech companies has only emerged within
the last few years and therefore the literature pertaining to this topic is currently very scarce. The
main contribution of this dissertation, both for the field of IPE and beyond, is a deeper
understanding of the underlying mechanisms of these digital platforms and the kind of power
that they hold. Companies like Google and Facebook are a relatively new kind of actor in the
global economy and hold a kind of power, economically and particularly socially and politically,
that is not directly comparable with any kind of actor that has come before them. Attempts to
regulate these companies are a testament to this fact and this dissertation has highlighted some of
the issues and concerns that are likely to continue to hamper the influence of current and future
regulatory attempts. The future research on this topic will hopefully be able to examine the
power of these actors in more detail, as this dissertation has provided a number of different
avenues, in the form of the different structures and the chosen cases within these structures, to
follow. Likewise, the regulatory landscape will undoubtedly change in the coming future as
77

governments develop a better understanding of the power of these companies and future research
on this topic will hopefully be a contributory element in the drafting of meaningful regulation.
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